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Dynamic and Secure Staging for Medical Data
Being Processed in The Computer Center

Susumu Date™, Takashi Yoshikawa™, Kazunori Nozaki*?, Yasuhiro Watashiba™,
Yoshiyuki Kido™, Chonho Lee™, Sinji Shimojo™
*1 Cybermedia Center, Osaka University, *2 Dental Hospital, Osaka University

Dynamic and secure staging mechanism is developed to process medical data by using high performance computers
in the computer center. The system is composed of five secure partitioning technologies including time-based
partitioning by a job scheduler, memory regional-partitioning by container, hardware-level attach/detach by PCI
Express, encryption key pairing with container and hardware device, and SDN-based network connection control.
With combination of those technologies, this system provides various enhanced security level appropriate for the
medical data concealment of each data to realize approval of medical data usage out of the hospital location.

Keywords: Data Security, High Performance Data Analytics, SDN, JOB Scheduler, Container
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