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Enhanced data recovery and shortened recovery time by
virtualization-aware backup
Higashi Kengou ™, Kai Masato ™, Nakaguma Hideki*, Noguchi Tadayoshi™,
Matsuo Kenji?, Sakata Tomokazu™?,
*1 Saiseikai Kumamoto Hospital, *2 BRESS Co., Ltd.

Background

Data backup is critical to medical institutions for continuing hospital operation and insuring the
preservation of medical records. Backup at our institution involves the systems and file servers of
many departments, multiple special clients, etc., and backup practices vary depending on the needs
of the data. We have been performing centralized management by installing highly versatile backup
devices capable of handling these kinds of complex backup operations. Our institution began server
virtualization in 2010. The majority of our systems currently run with virtual machines, and we have
adopted a policy for expanding virtualization in the future. Because our existing backup practices
involve only database backup, we have been concerned about whether we could recover the data
properly after a service disruption when restoring the system with backup data, and about the time
needed for recovery.

Goals

Our goal was to use the replacement of the backup environment as an opportunity to achieve
improved data recovery and faster recovery time in the event of a system disruption.

Method

We used a virtualization-aware backup method to create OS image backups. We predicted this
would enable us to integrate the backup of dispersed databases and sources, perform backup of
previously unobtainable OS, and enhance recovery. Moreover, we aimed to speed up recovery time
because up-front tasks such as OS installation and program building during recovery will no longer
be necessary.

Results

By choosing software that is capable of OS image backup, we built an environment that can
enhance data recovery and shorten recovery time in the event of the disruption of a system
running in a virtualized environment. We can obtain an OS image backup in the future simply
by setting up a server in the virtual environment, and troublesome operations such as storing
redundant copies of backup data have been eliminated. Moreover, we have held down repair
costs by utilizing a virtualization-aware backup configuration rather than replacing the original
environment.

Keywords: backup, virtualization
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