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Abstract in English comes here.
[Purpose] The purpose of this study is to evaluate a new security system which can automatically isolate infected
PCs in hospital settings, and to reveal actual situation of cyber-attacks to medical institutions. [Background] The
way of cyber-attacks has been changed past few years. An illegal outflow of critical information by targeted
cyber-attacks and theft of money by ransomware are increasing. These attacks can hardly be detected by signature
based conventional security system. Therefore, we implemented an infected PC automated detection and isolation
system in our institutional information network. [Outline of the system] This system consists of two parts, a
software defined network (SDN) and malware heuristic-based scanning system. When the scanning system
detects the incident, it sends a signal to the controller of the SDN. The controller immediately disconnects the
infected PC. [Result and Discussion] The system had detected 38 security incidents from June 2016 to May 2017
in our institution. Three of them would have been possible to cause serious problems, if the system could not have
detected them. This system monitors the condition of the institutional information network 24 hours a day, 365
days a year, and when a security incident occurs, the infected terminal is automatically isolated from the network.

We consider this system is effective against the recent types of cyber security attacks.

Keywords: Cyber Security Management, Information Network, Software Defined Network

1. 1% Li&’)(:

EEEREICB T AL B D& KIX., 98% & B2 D77
LN a:*%ﬁﬂ/'f%azl‘ 5’1/#)/7\7»&7&51%%7\(3@0(
By iliﬁ‘ufwl:fﬁf*}!%%f\ RO OTE TRE N HEE
FHNHO BRI o T D, BEBHRITIEOETHRL E
B THY | I X TOEE NG HRORFE L CER A A S
WLl TND, T h HEE WO B 728 BRI = BB
EHETHD,

HIEFEWZ ., SN DO VAN —ENLFEH—DDF
BLLT AN Ry N — MDD FE 7T LR EE R 5 D,
PEFERDOLITIE, BX 2T o3 REL T, EEEFERED

VAT LD FERIR IR S BE T TV D, ZHICES T,

B EH RO E G SO kT AR R X, NE R EL
THEKHTED,

—F . BT, RN A LA L R AR
T 27012, gk [E TEEEL Ry Y — 7 24k 95 Hi
=R HE ARG T2 | IR WA AR D R DO WFJE B %
IR i YR oM o SNV RS89 (AN e S i d [ £
Téfﬁ%v“/“xwéﬂ‘%%btb\ FEH AT LOBEHEL
AN RHINE DI T IR —EZAOFHTHZENH D,
BESHEBEERDYVATERRT 4o OBLENL, T L,
IR R R — I N SERIERT N E VD7 W IEMETHD
LIZEVRTWIRILTH D,

W BRERELOE T INTREFEROER R RV h
U—713, BT A—NVOEZ Web N—T %R T 51E®
FRFVNT =7 LT BRI DX 2 T AL~V THEREIND, %

JAMI B37EERBERFEGAR

OB EREZ R NI — 7 TORBILE VRV ERED
Web B0, MERDDOE A A— N D EZFITHIBREN T
BY, Web A= L EZN L TOBBITERNEE 2N TND,
LAL, BB OIS, BEIGWMB MO DI —e AL
HEEL TWOHEA ., BRRARAY N — 7R R Ry T —2
I THOBRBHY, E#R R T — 2B A, E
f§+*/l~7 AR AT HENISABEENDIARAT DD,
HE- T, B E ES BRI RE S0 BT
T, B HNTIRGFESN CWAEEEHASFS ETH,
BEHR ALY NI =7 TOBEA A=/ L DB IE: Web
AN EIZ LD~ T =T DRt R AN COMLERH D,
DDoS ﬁ&‘@#ﬁz“XKﬁEIﬁz%&a T — NEBNC L DA
A Oy N — 7k o G AR5 &7 —B R
B IR 8 2 B LIRS DY A N — ) D | AR, A
A= Z LB IEHRBETR, T AT =TI 8B40
FR7p L P ANR—EDOFIENELL TE TS, ZIHD
WL, v R F v P ELTRER DT 4V AR TR T
IR S THRASNDZEIRTEAL R, LEER-T, &
N&BHAIREREE LTSRS M ECTH D, [E 7 [F B = A
ZeZ— (LU R, NCGM) TiE, Ry 7 AREEREICINZ .
&Nv‘éwwiﬁiﬁﬁ#%/E'éfocug%ﬁﬂﬁﬁﬁu RERIRIH
FERROLNTZGE . BB Y i KO8 (E 2 W35
AT DEAESE L%ALLO

2. VAT LME
2.1 BERAYET—UDIERK

(F18EIHFERBRERAMAR)



WA, B 2 —Z OB 3 Sl IR L TV D,

THEHAY BT =22 O Th RIS L IR 23 A TERY

e PR 2 BRSO S BE 2 FF S B D R o hU — 71 2R
THER L Ty NI —I Ry —% Y7 =7 BT
TR EI T HIEE AR > TWND, £ D— DDA
SDN (Software Defined Network) &FEIZNAETHY ., AL
B E O BB TURABRINC L — X ROAL T E T 5L
MNREETH D,

NCGM TiZ, SDN ZfWV T, B X —NDOER R T —
TUAT AOFEBREREREE LT, KX, ORI D —
HTHD, Iy DI — ZHERER FF OB EEE T, 2
LOMRNDILEIH, A FITH Y 2B THD, £
TRMBDRIEN DI N EBEOYBEIR — M2 035, L —
213, WBLR—NEORKIKEZ T 02 1RO/ —Hh5
BHOKBEOALy TR A RETH D, T, AR
S TV5EY, MU SDN ZEENT, <MLz Ay T —
JEAERTHIEL ARETH D,

™% S T S W
A% & VYT G £ ZA K

b 3 s B A /A
bOE B }
. S\

=3 4 e A
i
¥ w ~ 3

1 s 2
} W

5 » ) iy
we -4'} a5 s d - A, = i
AT /7 >
i

[
diddas
S f g

1 NCGM > SDN SRR DB (—Eptk# - &)

2.2 X)) T4 EEDEEL SDN EDEE

VAR DY AR =K EORHMEL T, FRfICERSNY S
FFYIZEDBETIE, o TIERWIERBITF o N5, 22
T, REBECYLVTTOF 7 a—RORA%D C&C L
DOBBEEVTINAALTHRINTDHEEEL T, ba—URAT 1>
I R—ADEX 2T 4B EE A LT,

SDN 1%, FhT—7 % ABHICAEEE T 57210 Tl &
OREREBIIZHIE Do LN TED, oFY SDN = ha—
VI E DR RIZED . DB A NEHIVEELTZ0 BEEDA
AT OR—=FEFACTZD, HDIP NSO ry e 7 V2 LT
DEVOZENARETH D, FZ T, xR 2T LB T L
X2 UT A VT U hOE#RE, SDN 2 ha— L3 E (IS
WEIL, SN A Y T U bDL~UULEL T, 3 b —
NVAEEM SDN Ry b —Z%HIHEIL, V7 =7 AR

Pl Gl 2 pgREZ S L7 (IX2)

3. VARTLDOME
2016 4F 3 HIZHEEEN58 T L. NCGM DA ¥ — % MIE
BEORNOERR Ry N — 7 DA BRI LT,

3.1 EXaANTAAVLTUIDIRE

2016 4~ 6 H 5 2017 4E 5 A FTO 1T, BEFEDOYV 7
RF R — 2D HEE B TOT AT T H T a— R R
B, 349 - ThH-T-, AT AT AL, FFEIC 38 oA
YT U FRRBRAE RS BRAESN T, DFEY, VR T v
NR—ADVAT N CIIRANEN2 -T2~ =T M8, 38
RESNTZZ 7D, D6 HLRHLLZR T UL E KA
FERERST-AREMEDH DL DI, 3 ETh-o7z, e, A
VAT LOBERIENT 1 1 ThHoTz,

3.2 AV TUMERBE DR IS

X 2VTAA VT USRS L, BT SR A
BB CRERAY T L | S BT — A m W CREANE
WBA— L THHSND, FHREFTIL, IP TR AR E D
WELENY RS OFTEM A E L, BEIEERE KT
T B, B THEREYZ LAN BROEE TR REE 2o T,

4 EE

T —THAL TWOEH OB TRiiLI~v Ly =T
A OEFHT, 387 4 THY, TDHIHLD 10 /X—F NI,
PERILD Y T RTF X N—ADIRA T AT LTI, RAITER
WIRILCH o7, BRAIOIGSHEELTRY, 4B AL
TUAT LOBFIENRRENTZEVZD, — 7, iaaI. 39
P CcHY, B EHNREEEEZ D,

RIEZRIBAE OEARIIL, A O@E R — e 2% F) H
THIELEZONDN, RO IZL DR E ., YEE
BB E TIIEH DR E OISR D D35, Fo, KELIRH
LSS DD ZENBEEND, KL AT LDEA .
REEHIE DR AE LS CED SRS, FIAZE»LO
WO, WAROREEE THBEITITIZENTRE TH D,
EHTRIO~ VT 27 O 6 BIWrE ORI EIZ KR E
BE NOE Y, 24 R 365 H SR IEEEE T B B TxbG T AE
TRV AT KiF, WES OV A N—KBIZH T D5 R O—ok
LCRERRBHDLEE ZBND,

SE 3k

1) EAEE. BTV BT MNEROB TG KR
[http://www.mhlw.go.jp/file/ 06-Seisakujouhou—12400000-Hoke
nkyoku/0000099002.pdf (cited 2017-Aug-31)].

U FrEEFa

. ‘
N

MREALF

U7 EE (HR) I"l 2VTAEE

BAR, 3> b
A — LB B

SDNa >~ b
O—JLEE

SR A B E LT
Wiy bT7—2
T % fE

v

EEERENS Y h7—7

B2 SDN &LEHL=EFa ) T4 P RTLOBE

JAMI B37EEFBERFESGAR (BISOAXERBERFIRZMAR)



