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Implementation and usage of two-factor authentication in hospital
information system
- Usefulness of face authentication -
Jun Hirose™, Yoshinori Yamanouchi?, Koichiro Usuku™
*1 Department of Medical Information Science and Administration Planning, Kumamoto University Hospital
*2 Department of Clinical Investigation, Kumamoto University Hospital

[Objective] To assess use situation of a two-factor authentication system based on IC card and face authentication
implemented with renewal our hospital information system on January 1, 2017.

[Method] We collected the authentication logs of system users from January 1 to June 30, 2017. There are four
authentication methods in the computer terminal: 1C card + password (IC/P), IC card + face authentication (IC/F),
ID + face authentication (ID/F), and ID + face authentication for mobile (ID/FM) which is for mobile terminals
distributed to all nurses one by one. The number of authentications is counted separately by each authentication and
we evaluated their changes over time.

[Results] The total number of certifications during the survey period was 2,312,696, of which 582,963 (25%) on
IC/P, 869,349 (38%) on IC/F, 583,521 (25%) on ID/F, 276,863 (12%) on ID/FM. Contrast to decreasing in number
of IC/P with time, IC/F and ID/F showed an increasing trend over time. There was no change in usage frequency of
ID/FM.

[Conclusion] IC/F has been used most frequently and face authentication with IC card or ID is on an increasing

trend. These results seem to be related to their convenience and certainty of face authentication.
Keywords: Hospital Information System, Two-Factor Authentication, Face Authentication
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E&f 13,206 23,781 14,170 25.8% 46.5% 27.7%
BE-HRE 1,762 4171 1,132 24.9% 59.0% 16.0%
B 38,254 56,328 58,433 25.0% 36.8% 38.2%
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