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Possibility of tampering with nucleotide sequence data and
precautionary measure

Takaya Sakusabe™, Michio Kimura 2

*1 Fujita Health University, School of Health Sciences, Faculty of Clinical Engineering
*2 Hamamatsu University Hospital, Department of Medical Informatics

[PURPOSE] Progress in analysis method and tool of nucleotide sequence data brings more information, but it is
considered that fraud such as tampering raised the risk. [METHOD] We investigated software, data formats,
public databases on nucleotide sequence data. [RESULT] There are software called NGS simulator, and it is
possible to synthesize reality base sequence data. Particularly, it is possible to intentionally fabricate sequence
data which contains a specified gene mutation by programming. The data formats and the public databases does
not have preventing methods for tampering. [CONCLUSIONS] In order to prevent tampering, efforts not only
academic groups but also equipment manufacturers is necessary. As a method, electronic signature technology
which is already established in the medical informatics is effective. Once sequence data that has been tampered
with is registered in the public database, pollution may be expanded because that data is reused in other research.
International efforts with the public database management organization are also necessary.
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