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An Introduction of the Intrusion Prevention System in Present Network
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Cyber attacks and computer virus infection are alarmingly high in recent years. As Network Intrusion
Prevention System (IPS) is effective for both detection and preventing from these attacks or infections,
authors in this paper introducing IPS into a large-scale network where 20,000 or more sets of terminals
are connected. In present network, high-speed firewalls are already there. So we setup IPS equipment
utilizing these existing firewalls. By examining, how to build IPS equipment in a gateway, we
confirmed that it could be easily installed in present network using L2 bridge function. Then we
considered the setup of both firewall and HTTP proxy servers in such a way, that the network where the
client is connected can be identified by the source IP address of the traffic. Based on these ideas, we
confirmed the normality of the system with experimental environment. We have also adjusted firewalls
and proxy servers and installed IPS equipment in present network. Then we verified the built functions
to carry out traffic surveillance in both IDS and IPS mode. Furthermore, we checked that the policy of
IPS was correctly controllable according to the network where the client is connected. Now we are

advancing optimization of the setup of equipment, verifying the function of IPS equipment.
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