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Anonymization of descriptions in the electronic medical record written in

Japanese natural language.
Jun Watanabe™ , Toshiaki Nakano "
*1 University Information Center, Kansai Medical University

An effective utilization of anonymized medical records has been expected by the enforcement of the Amended
Personal Information Protection Law and the establishment of the Next Generation Medical Information
Infrastructure Improvement Law. The present study was conducted to examine the problems of anonymization of
information that allowed identification of individuals written in natural Japanese sentences in medical records.
After removal of descriptions concerning patient profiles described as the structured data in the electronic medical
records, about 20,000 Japanese natural sentences written in the assessment and plan sheets in the records were
examined using text mining and visual examination. Of the 20,000 natural sentences, about 30 patient names
(including the last name only) were observed. Full name of individual patient frequently appeared in the records if
doctors referred the patients to other departments, clinics or rehabilitation hospitals. Except for this case, patient
names were written as their surname followed by the honorific title "sama". A strong co-occurrence was found
between patient's name and "sama", and thus the patient name could be identified using the honorific title as a
marker. However, the title could not be used for the marker of individual patient name. Many individual staff
names were found in the records, and most of them were extracted using honorific and job/position titles. A small
number (4%) of them reached identification of individuals by web search. In addition, not a few physicians'
names were narrowed down using the web search (k < 3 for 10% or more of the detected physicians' names),
using the same approach. These findings suggest that an automatic anonymization is practically difficult due to
detection failure or detection error of the personal information.
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