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The security of personal information in community medical information
networks
Kaho Ouchi*1, Toshiyuki Fujikawa*2, Akira Kotabe*3
*1 Okayama Hareyaka Medical Network Association
*2 Kurashiki Central Hospital, Ohara HealthCare Foundation
*3 Sunnet Corporation

The Okayama “Hareyaka-net” community medical information network commenced with the major hospitals
conveying information in a unidirectional fashion to community facilities, but now has the capability for
bidirectional communication of medical information from community facilities including local clinics and
pharmacies. Furthermore, in addition to Okayama prefecture, from 2016 communication with similar networks in
Hiroshima prefecture commenced, with the security policies differing between the two prefectures.

Accordingly, the ongoing expansion of medical information networks has been accompanied with increased
concern for an increasingly complex operational structure. We analyze this changing operatory structure in order
to continue the provision of a safe medical information network without compromising accessibility.

Keywords: medical information network, security of personal information
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