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Report on security measures for hospital information system at our
hospital

- Improvement by continuous internal audit etc., future tasks -
Shimada Ikuko™ ,Yokooka Yuki* ,Yokohama Noriya™ ,Okuda Yasuo™

“INational Institutes for Quantum and Radiological Science and Technology National Institute of Radiological Sciences

Clinical Research Cluster Hospital Medical Informatics Section

Since 2006, the National Institute of Radiological Sciences Hospital (hereinafter, “our hospital”) has been continuously
implementing PDCA cycle as a security measure for medical information systems to improve security consciousness for the
employee who handles medical information by following ways:(1) medical information security workshops, (2) self-check, (3)
internal audit. In this research, we evaluate the results of (2) self-check and (3) internal audit and verify the effect. Self-checking
is carried out for all employees handling with medical information systems in a questionnaire form regarding handling of
personal information, passwords, USB memory. As for internal audits, we divide the target division into 18 and carry out 5 or 6
divisions every 3 years. Audit items are selected according to medical information security procedure stipulated by our hospital.
Comparing the answers of self-checks conducted in FY 2012 and FY 2016, the percentage of respondents who answered

"Implemented" for all six question items increased by 10 points or more except for one item. As example of internal audit in 2013,

there was “locking error”: the shelf or the room where medical information was filed. However, by performing internal audits
repeatedly, the defaults pointed out in last audit were improved. From this result, we found regular audit attains some progress in
re-forming consciousness of employees. Regarding change of password, there were negative opinions on regular change because
of the difficulties for the voluntarily change and forgetting by frequent change in a short period. Although our hospital partly uses
vein authentication, it is necessary to consider other methods as security measures from operational and economic viewpoint for
the future.

Keywords: hospital information system, audit,
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