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Integrated utilization of clinical information

using security infrastructure technology
Katsuya Tanaka™, Ryuichi Yamamoto™
*1 Graduate School of Medicine, The University of Tokyo, *2 Medical Information System Development Center

With the progress of information technology in healthcare, secondary use which utilizes medical information to
public interest purposes also come to be promoted. Large-scale medical information databases have been built in
place, and electronically transferring the information of the medical institution to the outside, research use to store
also have been actively carried out. Along with this, for resolving conflicting problems of public interest use and
privacy, which is an important factor that must be subsequently considered. On the other hand, spills of personal
information data by targeted attacks, etc., have been occurred but it is a situation that people must strictly carry out
safety management for the operation of medical information systems, even when technical measures are not
established. Risk reduction measures have been taken by many of human measures. It is important to establish
information infrastructure technologies for utilization of medical information on the principles of privacy protection.
In this paper, the research project, "Creation and Systematization of the Next Generation Platform Technology for Big
Data Integrated Utilization™ in the JST Crest is described. With respect to issues of privacy protection problems as
described above, for the realization of secure transmission and storage of medical information to the cloud services
and more privacy risk management in the analytical use of medical information, elemental technologies and concepts

of experimental systems are introduced.
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