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Signature analysis of SMTP envelope headers on spam mails from
predatory publishers and bogus conference organizers and those with
malicious attachments.

Jun Watanabe™, Toshiaki Nakano ™
*1 University Information Center, Kansai Medical University

Spam messages from predatory publishers, and those with malicious attachments are increasing in medical
institutions. We thus examined strategies to avoid those threats by characterizing their SMTP envelope headers
using the association and cluster analyses. Messages from predatory journals and bogus conference consists of about
20% of all spam messages. Most of them were sent from hosting sites in South Asia or the United States (US), and
well-known international e-mail services. The spam messages from the US tended to be transmitted using their
envelope sender domains registered by South Asian organizations, and those sent from South Asia tended to conceal
their owner information to avoid filtering with DNS-blacklists. Thus, there is concern about an increase in troubles
triggered by receiving those spam mails. Malware attached mail accounted for a few percent of all spam messages.
They were transmitted primarily from spam bot-infected PCs in Russia, Vietham, China and East Europe. Recently,
personal or official addresses of researchers and doctors become used as spoofed sender addresses. The r-mail
addresses of staff in medical institutions are exposed to the public via paper search sites. By using these exposed
addresses of researchers, it will make an attack easier. It is thus urgent to formulate strategies against the threats.
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