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Development of Optical Disc Reference System on a Client PC
for Hospital Information System using Desktop Virtualization
- Device Control to Protect Reference Terminals and Restrict Permissions
to Virtual Desktop Environment -
Atsushi Ohsaga "' 2, Katsuyuki Kondoh *!
*1 Department of Medical Informatics, Akita University School of Medicine,

*2 Division of Medical Informatics, Akita University Hospital

Background and purpose: Non-DICOM medical images brought in from other hospitals cannot be imported directly
to the PACS server. Although using a standalone laptop PC is a simple way to view such images, it is very
bothersome to operate another PC during the examination, and such images cannot be imported directly into the
electronic medical records. So, we developed the system to browse such discs safely and easily on the Hospital
Information System (HIS) PC using desktop virtualization technology.

System outline: Since usual drive-redirection function to remote desktop can't disable the access to the drive from
local PC, USB-connected optical drive and Windows Remote Desktop Service RemoteFX USB device redirection
function were adopted to control the device installation in HIS PC. Thus, malware infection of HIS PC was
prevented by disabling the access to the optical disc from the HIS PC, and enabling only from the virtual
environment. We also developed a connection management application that prevents users from accessing the
same desktop at the same time, and resets the virtual desktop environment after each user is logged off.

Evaluation of the system: The operation speeds were compared between direct browsing on HIS PC and browsing
on the virtual desktop. Although the time to start the image viewer increased by 10 to 20% to the access from
the virtual desktop, there was no obvious difference in the screen response, and the usefulness of this system was

confirmed.

Keywords: Medical Image, Desktop Virtualization, Hospital Information System
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