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An analysis of the unauthorized outside access of an information
network at a medical institution
Toshiaki Matsunaga™ , Hiroaki Yano™, Ryushi Yamashita™ , Takahiro Nanba™,
Ryutaro Mori*2, Yasutoshi Kinosada™
*1 Management Planning Division, Gifu University Hospital,
*2 Division of Medical Information, Gifu University Hospital

Abstract.

Historically, medical information systems have operated in isolation from external networks, such as the Internet,
however, in recent years, such systems have become increasingly connected via external networks for the purpose
of regional medical cooperation and research. Accordingly, instances of illegal external access for the purpose of
obtaining highly confidential information held by hospitals, such as patient information, are increasing.

In order to prevent unauthorized external access, it is important to understand the attack methods and trends. For
this reason, in this paper, we analyzed the methods and trends in attempts made to illegally access an external

publishing server operated by Gifu University Hospital.

Keywords: Computer Security, Data Interpretation, Access to Information.
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