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Attempt to evaluate privacy risk using secure data collection
infrastructure for data analysis among medical institutions

Katsuya Tanaka™, Ryuichi Yamamoto™
*1 Graduate School of Medicine, The University of Tokyo, *2 Medical Information System Development Center

SS-MIX2 standardized storage, which is currently installed in many medical institutions, has difficulty with using
for data analysis across patients, due to constraints as a file system, and also the same with cross-institutional
analysis. For secure data collection among medial institutions, it is essential to establish an infrastructure while
conforming to anonymization processing standards. We have developed an SS-MIX2 standardized storage that can
be implemented on the relational database based on the FUSE (File System in User space), which can detect the
duplicate record collision between storages by Bloom Filter. Using this storage, we are developing prototypes that
can evaluate the degree of privacy invasion risk evaluating the multiplicity of attributes in the extracted data set.
The prototype test bed confirmed that about 1 million records processing can be accomplished in 1 minute or less
between 3 data storages. In addition, for the evaluation of extracted data set, we have developed a user interface by
which we can designate the target attribute, the upper and lower limit values, the division width at the time of data
extraction. We will apply the developed application services to a more specific collection in the future.
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