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A Case Study of Security Incidents in Medical Institutions
Tetsuo Imai*, Keiko Toyomasu™, Takayasu Kawaguchi ! ,Eiji Nunohiro™
*1 Telenursing Research Center, Faculty of Nursing, Tokyo University of Information Sciences,
*2 Faculty of Informatics, Tokyo University of Information Sciences

Regarding case analyses of security incidents in medical institutions, there is a report that incident cases listed on
the website of the U.S. Department of Health and Human Services were classified by occurrence factors. There are
already some reports about security incidents in Japan, although they are based on newspaper reports or press
releases from medical institutions themselves. Published information may be only the tip of the iceberg of actual
security incidents. In order to clarify the true state of security incidents in medical institutions in Japan, this study
conducted questionnaire surveys in advanced-treatment hospitals along with web surveys, and categorized cases by
occurrence factors. In the web survey, 99 incidents that occurred from 2005 to 2017 in three sites were extracted
and analyzed. It was confirmed that many incidents are generally human-related, and that incident occurrence factor
ratios are different between university-affiliated, public, and private hospitals. For example, university-aftiliated
hospitals, which are highly systematized, have a high proportion of factors related to electronic systems, while
private hospitals have a high proportion of external factors such as theft. Although the questionnaire was
administered at 85 advanced treatment hospitals, responses were obtained from only 12 organizations (about 14.3%)
out of 84 organizations (85 hospitals). The low answer rate seems to be due to low consciousness in communicating
security incidences, in addition to preserving the confidentiality of medical information. Eight organizations
answered that they have already experienced security incidents and that many incidents are caused by human factors,
such as misplacement or loss. Reports of cases of unauthorized access, such as Ransomware virus infection and
DDOS attack to the website server, were also confirmed. In the future, we plan to conduct additional surveys to
clarify more real situations and observations over time.

Keywords: security incidents, medical institutions, Web survey, personal health information, case study
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®  Security NEXT : http://www.security-next.com/

®  Medtec Japan Online : http://www.medtecjapan.com/

®  [Tmedia : http://www.itmedia.co.jp/
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