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A study on Electronic Description of Consent Information

Katsuya Tanaka™, Ryuichi Yamamoto™
*1 Graduate School of Medicine, The University of Tokyo, *2 Medical Information System Development Center

Along with Next-Generation Medical Foundation Law enforcement, operations on patient consent under opt-out will
begin in wide-area. Electronical management and operation of patient consent information for the secondary uses
of health information are essential for safety operation of health information infrastructure, including EHR and PHR.
As an implementation, the patient consent information for secondary use of medical information could be stored as
structured document in some standards in SS-MI1X2 extended storage. In this paper, we examined the feasibility of
the consent document information by HL7 CDA R2 standards. We investigated the specification of HL7 Privacy
Consent Directives R1 and assuming some use cases, made some examples according to the description
specification. As a result, Privacy Consent Directives are supposed to be applicable to consent information operation
in Japan. The specification also contains a capability of scanned document data, which is popular in many medical

institutions.

Keywords: Consent Information, Information Standardization, HL7 CDA
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JEME NG BATALE AT B, %E%)%%%bi\\%&éhto -
75 CEAAE AR FEERN TR D3 HAVUIFH OHIFR T
1E72K725, IBIEWVEWR TORE &éhéﬂﬁl}\fﬁi&%%&
23 55 2 THIZREH SN TS Opt-out X EELE F R TITHAW
HTENTERND, BUROBEGH COR B3O T Opt-
out [TV TERR DRI D Dehs 72 L EICL DRI ETH2
VDR DD, ZOLHRRMOH T, EFAE RO ZRF]
T 25 K afeth, (IRETH-DICTER DB ORI
BT DT DA LIEFEEHRIZBE 321548 (DU, kit
RSP IARE) A3 2018 4F 5 A IThafTshiz, IRt H R
EEORIATICEE- T, Opt-out (255 BHEFE W4 51 M
DIEED, BIIEWMD 2 RRMICBITBEREHROE
B, X EHR(Electronic Health Record), PHR(Personal
Helath Record)% & e [E B IE ML L RTEM 592 T
HERERTHD,

AWFZE T, [ EH#ROFLEHEREL T, HL7 CDAR R2
Implementation Guide: Privacy Consent Directives, Release 19
THUESND RO BRI LD R B SCEAE oo FEBL AT EEMELS
DUWTHA, BRELT,

2. ik

HL7 CDAR R2 Implementation Guide: Privacy Consent
Directives, Release 1 CTHEINARBR M OREEIT,
WO D =R — RT3t BB E O IZFRib R EA
Rl Yo T NTE FALRBLAERL T2,

3. #5R

3.1 Ayt—IEE
LJT Privacy Consent Directives, Release 1 (28T AR E
FRLIRBUAE O SCERE LTI T D, CE A RO
Li\ HL7 CDAR2 [T A7 LI A% — A THERR ST D728

1082 0380000000000 38th JCMI(Nov.,2018)

FEIBOERFEHRFEAARR

Privacy Consent Directives &L CRHE )BT O A28 975,
EIL, HL7 CDAR2 E[RIBRIC A~ & LR T A B S L
Do X EICREENS EREALLT,

a) authenticator/author/legal Authenticator
FEE~DOBLF TR T 5, FARIITEFEARAN
ThoHN, BEOEREZKRTL2RIANTHLIGE D
2,

b) informationRecipient
FEZZ T ERELLET D, 2
FDERELITRRD,

WA MO

Db, BT AEIEL. LLTFD2-50 section 3 ESFL TS,

A) Privacy Consent Details Section
AKEra i, ME SN R SUE S WA sidk
3%, 1oL, ko Consent Directive Entry % entry &L C
aite,

B)  Signatures Section
Ry aAlE, AR Y LIn B4 R E il 5, B
BT 7 ANV EIEL XML 77 AV LU TEA FHE IS
ST DR TRLIR T DI DERITHT= D,

A)ZFLiRE415 Consent Directive Entry 1%, LL FD3-20D %
SIPDIEREND,

1) Consent Directive Structured Definition (act)
Rl SR B SRR F 92 5 (R
FEOCE O PR, RS ERIC Lo TR AT 723 R
SNOIE ARG, MR LT D1 HF HH DG,
FEORILLIR DT T A —RY v — | RSN
LRI DFH | s bl TRedll T %,

2) Computable Policy Consent (observation)
ODRL, XrML, XACML 72& D= 2 —Z ALBE AT a7

(B19EMHFAERBERFRIFMAR)



3-J-3-303-J-30 000013 000

SRECE T AEEOHHRERILT D, FEMITE
W92,

3) Scanned Privacy Consent (observationMedia)
AFx L ENTERELET —F&t&MT 5, PDF 771
V% Basebd T a—F 4 7 LIl Y Citak 45,

k3t 1) Consent Directive Structured Definition {2331 T
WGV FLR P RER B R IITUL T Db D01H D,

code

FECE TSR A EREZa— R CTR#E T2,
purpose of use code (HL7 PurposeOfUse) T Rral 23+
TIND,

informant
IR R TR LS D TR O B 1 (custodian)
ZRLIR T,

IIHI Receiving Provider
PIRIEWATIR T 5B EE O % participant LT
FL#T %, code 1Zi% IRCP (Information Recipient) & f&
ET 2,

Consent Action

RIBEOANRE=—NELCRRIR T 5, B EFOTTHA
A[HETd D, ActConsentType (2.16.840.1.113883.1.11.1
9897) Mnb I MO FI FT BEA T8 95,

Information Criteria References Organizer

FRIEL T, ABEXETEELBEODEEHRDIE
KR ETHRRIEROFMALHELL TR T 5, A
FERIZLDTMBDNE IS NG A X, YRR SCED
KL L L CHHEE OBFEGREMD G L7 Db D
ELTHD, LT D 3FEBEDORELNFHETH D,

Scanned Privacy Consent
AX YU LT RBSCET 7 AV ONRETE#H T HEEIC
b5,

ZiB05h | Information Criteria References Organizer 13, 7
BEIZRD BT 0D 3 IO R T HE T,

Criterium Information Definition
code/effectiveTime/id {25V, *RETHZHENGHOH
i P RR U R

Criterium Related Protected Problem
ZWrdh . FFFRICEORIE RO Z TR T2,

Confidentiality Security Observation
MO LY RIE T2,

LUEAS, Btk EoREb MRS, FLilk ™ B O T,

3.21—R7—X
Privacy Consent Directives, Release 1 (ZH#EHLL 7= A&k

SE38EERIFRF

NIZRBEXERIIZB N T, LLTOMA S OEIZIVIE
O BN ESNHEBESND,

informationRecipient/ 1IHI Receiving Provider
PurposeOfUse
ActConsentType

informationRecipient 1%, ¥ BA Rt s EKHE T
HDON, BRIEHRE TICE T IEREEOE A0, BiF
TEMOIEAATHH —E R Mk ChLEE R HD,

PurposeOfUse (%, FIf B AUZRELT 223, HLT DEFEIC
FHUE R LI E/RHD, Mk = EES PHR TO
FMEZBLI-EE. [TREAT | OB ENBESND, HF5E
B B ORI HDEE . THRESCH ) 05 E N RES NS,

#:1 PurposeOfUse

Code Print Name
HMARKT healthcare marketing
HOPERAT healthcare operations
HPAYMT healthcare payment
HRESCH healthcare research
PATRQT patient requested
PUBHLTH public health
TREAT treatment

ActConsentType 1%, FIFIZREARELT 503, HLT DEFE
WX, R 2DEMB D, EHRHEBENTORHOEAIC
1%, TICOLJTINFA] TRESEARCH | 23t & L TE T B D,
IR - AT B O RS BE AT ~ D IE AR I BI L T,
[IDSCL) O ENEESIND,

722 ActConsentType

Code Display

ICOL information collection
IDSCL information disclosure
INFA information access
IRDSCL information redisclosure
RESEARCH research information access

3.3 Ayt—THUT L
L OFRRFIN > T ODD A=Y T %
YRR LT AR ICE M A TERT B0

3.3 T EKXKYLTIL

B OIEH (TREAT) # HINEL C, BE OB FHZHI
DOFEFEIZHR T2 (Disclose) 356 O AR NIZ LD IR EEA AR
BTGB HT D, ~ 2 I,

author: BEARAN

custodian: #E{Hr [ AT

informationRecipient: [l &4 H3 HH4RY
EHRNCHES CRER T2, FEHNTRE O AL EIE T 5,
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ToREIR IZ DWW TR T 5,

REENEL

REEEOGHITEENRBNCLDLBEL BN E LD
ZEBESND, ZOHE |~y S ITIEE BN
FEFET D, YU ER 1IRT,

<legalAuthenticator>
<time>20180123</time>
<signatureCode code="$"/>
<assignedentity>
<id nullFlavor="NI"/>
<addr>
<streetAddressLine>7 F1-16-21¢/streetAddressLine>
<city> WK</ city>
<state>JUil</state>
<postalCode>112-8555</postalCode>
<country>JP</country>
</addr>
<telecom use="H" value="tel:03-1234-5678"/>
<assignedPerson>
<name>
<family>3Cni</family>
<given>kfii</given>
</name>
</assignedPerson>
</assignedEntity>
</legalAuthenticator>

1 EEREAOTLIL

FERE. AT T TR
AL D Action #IZdH 5, observation/negationind %
true TELIR T2, Vo7 NEK 2 1T,

<I-- Action -->
<entryRelationship typeCode="COMP" contextConductionInd="true">
<templateId root="2.16.840.1.113883.3.445.8"/>

<1-- negationInd='false' specifies that the action is authorized-->
<observation classCode="0BS" moodCode="DEF" negationInd="true">
<I-- Action/Operation -->

<code code="IDSCL" codeSystem="2.16.840.1.113883.5.4"
displayName="Disclose" codeSystenName="ActConsentType"/>
</observation>
</entryRelationship>

2 FEME, A7 N7 O%E

IR p R O E

3 1E. B ETDEREETDHRE OB EITH
%o HL7.0rg OFIR T, IGHRFENC IO IRE T D1
LLTEIDASDa—RRAESN TV,

<I-- Information references: category, object id, sensitivity, related problem -->
<entryRelationship typeCode="COMP" contextConductionInd="true">
<organizer classCode="CLUSTER" moodCode="DEF">
<templateld root="2.16.840.1.113883.3.445.9"/>
<statusCode code="active"/>
<component typeCode="COMP">
<1-- Reference to protected information by "Category” -->
<observation classCode="0BS" moodCode="DEF">
<templateld root="2.16.840.1.113883.3.445.10"/>
<code code="ETH" codeSysten="2.16.840.1.113883.5.25"
codeSystenNane="Protected Information Category” displayName="Substance Abuse Related

Data"/>
</observation>
</component>
</organizer>
</entryRelationship>
K3 xtRLTHBIIGROIEE
#3 PRIEROEEATRES 22 —F
‘ Code Print Name
ETH substance abuse related
HIV HIV related
PSY psychiatry relate
SDV sexual and domestic violence related

TR fEE

K41L, [EHIRAE A -7 v — 7 ORE TRk L
7-H1Td5, RGRP BLTX ORG 12k~ T, fFHIEALI:
DI EAE KL 3%, RGRP IZBIL TIZ. code I2L5F
LATRETH BN, ORG TILTEARWNzoH, id EEC
FoTEBILE,
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4. ER

Privacy Consent Directives, Release 1 1%, Z2#EHHD —
WHIH ., — kA SR 2 BE ORI SLEO T (%
L. L#HOE AN BE THAHEMESND, LEZDLD
1. A XL LTe 7 7 ANV T — 2 NEASE LI ENARETHD
72, HL7 CDA TRk d 2 XML EH#RbLR/NMRIZIZ 5
ZELFTRETH Y AFE CIIRAKROIE B I DWW THIIRL
7=

A CDA SLEMMEENDZ AT, BASNTFAEE
A SZ B AX X T HHAIL T THD AIREME DS R
O, SCEVER B OBV ITEREZE T2,

PurposeOfUse 1 1 XEIZKT L1 DD L EH ATHETH D
M., ActConsentType IZEEFEENATRETHY, ZL D7 —A
IZXFIR DA REE B 2 D,

AT NI NEE DB RIEHRIR OGS A TE AF LIS
AEETHDHEE Z B2 D, BERANILDES ., RHOSGE
IZIET AT K72 AV BR DS ERE 72 SRS FTRE LB 2 B2 D03,
PIRIERS AT DNEFLL QO WEE OBIESOE 1A
INIPLRFHE B MELLEE 2 Hid,

AR LA O HIFRI%, US @ Confidentiality [25E535 &
W2 RO —R TSN FATRETH D, L0 H B2t &G H®
DIBRIT S ML BEIRNEE 2 DD, MBI — ISR
ETDHEIT. B —RERE., BT 24 ERHD,

<participant typeCode="IRCP" contextControlCode="OP">
<templateld root="2.16.840.1.113883.3.445.7"/>
<participantRole classCode="ASSIGNED">
<id root="1.2.392.200250.2.2.1" extension="1310123456"/>
<addr>
<streetAddressLine>Pd#ffi2-8-1</streetAddressLine>
<city>#Hifi[X</city>
<state>HU5thi</state>
<postalCode>163-8601</postalCode>
<country>JP</country>
</addr>
<telecom value="tel:03-5321-1111"/>
<playingEntity classCode="RGRP" determinerCode="INSTANCE">
<code code="XYZ" codeSystem="1.2.392.200250.2.2.1.1310123456" displ
ayName="XYZZ /L—7"[>
<name>XYZZ /L—7'</name>
</playingEntity>
<playingEntity classCode="ORG" determinerCode="INSTANCE">
<name> HL i< /name>
</playingEntity>
</participantRole>
</participant>
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5. 8HYIC

A& X EDEFHRIIZOWT, HL7 CDA: Privacy
Consent Directives, Release 1 M Ftil I HEZFHEL T, 1EHE
FAPEICOWTHRET LTz, [REEIH D7 — A% AT RECThHhDH L
BzoNbT20 ZLERBEE TES T AREERE
DAY ARAFLEHEL T, HL7 CDA IS XA B FHIZRIRE ST
EE L AREL B X ONT-, 2k, AWFIRILEA S EF2 0T
TR RFES ID OB AZRHRELERIERE RS
B & 23 B AT RE 7R FEAR I B 3 DI EE - Bl oMt 11c L 5
T 7=,

SE Xk
1) HL7 Standards Product Brief - HL7 CDA® R2 |
mplementation Guide: Privacy Consent Directives,
Release 1 2017 Awvailable from: http://www.hl7.org
/implement/standards/product_brief.cfm?product_id=2

80.

FEIBEERERFEARS (BIIOBEAEREFRESFMAR)


http://www.hl7.org/implement/standards/product_brief.cfm?product_id=280
http://www.hl7.org/implement/standards/product_brief.cfm?product_id=280
http://www.hl7.org/implement/standards/product_brief.cfm?product_id=280

3-J-3-303-J-30000013 000

00000 38(Suppl.),2018 1085

EIBAMERIERFEEAR (B1IIEAFERFRESFMAR)



