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Importance of Threat Intelligence Sharing in the COVID-19 era
Kaoru Hayashi
Palo Alto Networks

Threats and risks continue to grow, and corporate infrastructure continues to evolve. Organizations have been required
to take stronger security in line with the current situation, but the number of organizations that can significantly
increase budget and personnel is limited. Therefore, it is necessary to use and share information about attacks called
threat intelligence. Threat intelligence is evidence-based knowledge that includes the context, mechanisms,
indicators, implications, and actionable advice that can be used to make decisions. By gathering and analyzing
information about the threats you face, you can create and share threat intelligence with particular group, such as
ISAC. That means you can fight attackers with other organizations. In addition, security measures can be proactively
implemented, and zero trust architecture can be introduced by leveraging threat intelligence. In particular, threat
intelligence can be utilized in security operations, loC(Indicator of Compromise) can be automated and detect
threats, and other information can be used with EDR/XDR to find attackers lurking in the organization by threat

hunting.
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