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Informatization of Healthcare in Japan, and Cyber Security

Akihisa Maeda®!, Takayuki Idaka®!
*1 Ministry of Health, Labor and Welfare

Abstract

With the changes in the environment surrounding medical information systems and the sophistication of medical
information systems and medical devices, medical institutions are required to take immediate cyber security
measures. Ministry of Health, Labor and Welfare (MHLW) has provided guidelines for handling electronic medical
information at medical institutions. When a medical information system fails due to a cyber attack, it is necessary
to report to MHLW. As information technology advances of healthcare, MHLW plans to prepare best practices and
checklists for security measures at medical institutions, as well as conduct training and e-learning at medical
institutions. It also plans to experiment with tools for sharing information between medical institutions. In order to
advance cyber security measures of healthcare in the future, it is essential to provide opportunities for medical
institutions to discuss and exchange opinions. MHLW will support these activities, and I hope that medical
institutions will promote mutual assistance efforts related to cyber security.
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