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Institutional Responses and Issues for Safe Use of Real World Data

Ryuichi Yamamoto™!
*1 Medical Information Systems Development Center

Abstruct:.

The Next Generation Healthcare Infrastructure Act came into force in 2018 and the Personal Information Protection

Act was amended in 2020. While these can be seen as institutional arrangements to promote the use of personal
information without infringing on privacy, not all issues have been resolved. For example, the problem of the
Personal Information Law operating under different legal systems depending on the sector from which the
information is obtained has not been resolved, except in the narrow case of the Next Generation Healthcare
Infrastructure Act. However, the Cabinet Secretariat is leading the discussion on the integration of the personal
information protection legislations for administrative agencies and independent administrative agencies, and if the
regulations of local governments are also integrated, this will improve the situation, but it is still too early to tell.
Moreover, apart from these structural problems in the legal system, there are consent issues in the medical and
health sector. Consent is essentially established only when the purpose of use is understood, but in the medical
and health fields, there is an imbalance of knowledge, and it is not always expected that an effective consent can
be established between the data users and the individuals. On the other hand, there are instances where consent is
sought in very broad terms, such as broad consent or future consent, and the data is used on this basis. In most
cases, the use is in the public interest and is unlikely to be a problem, but if it does become a problem, it comes to
be quite difficult to judge whether the use is based on consent or not. This may be partly due to the lack of an
elaborate definition of consent in the Personal Information Protection Act. If the consent scheme is inadequate to
protect the privacy of patients, a replacement scheme needs to be developed, and the Medical Information Basic
Act is considered to be addressing this issue. Although it is still in the process of conceptualization, this paper
clarifies the current system and its issues, introduces the outline of the Medical Information Basic Act, and

discusses comprehensive measures.

Keywords: Medical Information Basic Act, Real World Data, Consent, Privacy

1.IEC®HIZ

2018 AR PR E R AR 1L DSiEF TS A, F72 2020 £
VB N E AR DI LESNTZ, ZHSIEE N EHROF
GH%, TN — %R ET D7D DT DO %
&b B BN, T TCORENRISN DI Tl
W, Bl IEABEN SO LE > T B RE G512
H—Z ko CTRARDIERE CERAIN TV ES O MBS
WA R AR RNl SN AR WG A R BRE R MR CH
5. bo L NMIE BE I, {TESBI I TEE A D
A G EHITIA AR SN TRY, RICHIEER
DOEFIB IR EENAURLESNDN, 2+ oIiT Es
RN, EBICZDOXHRIERIE ORSERIREZ BNCL T, &
AR B IR E OMENRH D,

[ A, R B SEARE CE QXU TR T D8,
[ 9% « B0 BF CII R DO R IBE DN SR ETFEL, T — 4%
FIERT 2L DERNDORNZ I EDH DR E KA T DD
LIEEIIIECE R, T CEENRESCRKDR E
DI, D TRERBECTREZRD , ZhicEk 30T
FNEASNAZEb A END, Z<OHEITARMED FHN
FREHTHY, IR Z L3070 s28, KIZH
B 72 o T2 A IR R E I EE S<HNE AR E> DO M EX
MRV D L7 AT LTINS,

ZHUE, A AERIEE RIS W CRIE ORI E 20372

WZEL R THA), MBEAT—LBEE DT TN — R
HCR LT HIE, FRUCE D DAF — AEFEAE T 2T
NHY, TRV TWLODNERIFHREARELEZS
N5, EEEAOREOE TIZHHA, BUROH|ELZD
FREEZ IO T HEEHIT, ERN REAREOBREA B
L. AFERIZR R I OW TR 2,

2. EANBRREELEFNDEE

2005 FHEAT S AU A IE AR VAL EU OB IS
DI NGRS S OERERBIRIEOWERE | 272
M CTIELNTZE W) SUIEH DL 0D, B EIZI T A A
FERIREHEDO IR A EST- LV ERITREN, TRV —
ME\ZE BTN A F72 o 72 280, FEHEUS FiRICE - T
HIEE DSR2 5708 | ORIEAITER RS THLARR STV
N, F DM DRI ITF D% D2 DI IE ThH R RS
o 25, 2017 FIE TIEEREF SO SN EASN,
Fe 2 SN E R AT WM D — R 728 AT R & X AIE
NBEC72Y, SRS, R K UTZ, £/
2N TAFIEOE OB ALY | E N AF RO S DM D
BHRE(L X ST, 2020 4 IE Tk, 2R BLEELTD
R4 N TAGE O & ANEA S, BI7REE RMEDA AN DHER]
ELTHIRRS AL, Al ELIZbE T,

2EOWIEICEY, BMEITmE £, OB R RHED
IR CWBEIZUEH DL D, TTA R —HEEDOBRL RS

HAERBERFS BAI0OERFRFAEZARE (F21AHAERBRESFAMAR)



STEEZTND,

3. BEShi-RE

YIEIZED W< OD ORI ARITSES I, AR HRO
IRAEOTENEE 25 1T, RSN R UT DI [
T 5 LN TR,

3.1 EHEVFERICKDFNEDEL
INETOLETIE, BAM TFEOERIZBIL T, 1TE
BERILMNIITEHE AD AN G RIRERZ B OB EZ 5
ZEITIE AR TN, I BRI R RIS RE AT BB IhSIAT
Brik N, #iJ7 BIRIRCRAR->TRY, HlEO R EHEWITH
B, HIEOELTERNPRR2->TERY, ZNOOHIEZ £
S TEAINART TR0 R =5 - WO B
TR D TITIEL e B F I IR L T0D, bobh 3 Tl
NIH AR SR O KRB OB IEDBRFHIIEES TR, HIE
MIOBENIZDOFLEBERS>TND, BELIEEO S i
HiPHTH DRI, 1T BI B LOMNZATBUE A D3O
DEIH—IT—TEDOHREIIKOENEE D EMFFENS, H 1
WS OTIIHE BIRARSEAILEBEEL QIFis s
JOTHDIN, HIBITEORBICHIRDIETHY, BIRAY
RIFEHI RSN T, S BB ER B LETHA,

3.2 BT HEHMOEY >

EETHERITE NG R THAZETR BTV, Z
DIEFROZEBFHHPANCEES 20, BT, HDWOIE
TR TREE KT T, B AE R EERIEAA
TEMBUS LR, OO ZHLHRBIL THRNZDIZ, i
ZIERANDOTFFILZE DM LR ASNE =F L THbhs,
ZERINAE T2 E U THIE A ERARGEES CIIRHLA CTE 7w,
ZERNZIXFEIEE RO MO LR E TH O E O XG0 FIEE
DFEmbHLM, HAEREL TOBRIET AIEHRE BT
KHGEL TN, Z DT T, (8 IEH
PFEIER TS TERNZOIT, AT RITE F AN
ST ELSDOI D550, {AFRAEEH CTEY
WHZEBREHL WO THIIE, MAFERTHLIEEBETHER
BB R E LT LR E OB LB TH D,

3.3 RIENAZLLER

TN ROLREIZE T DEARITIIARANDR B LWV B
TOIRBEIEVO S EITH 165 (FIH B X HIR) | 451
74 (HIE7cBUS) . 235 (B =F 12U HIfR) | 25245
UNEIZHDHE = FH~ORMEOHIR) . 26502 (& AR
HHHOE = F RO HIR%) I2BlhD, ZOHRTHE235%
D2HETIENWDLWWLA TN UMIEDFRBENERIINTND
2, EELEE BT IS LS T D, D EEAEH O
HECBI T AIEECIES DT CIEE | Ml DI TN,
FEDOEFRIT23LD2ETA TN UMILDREN KBS
NCNAMITITIARE R BRI, ZOFNLNDHT L,
FERUE R RICIBOTIL, 5ODE L TRIE DL E S E1X
REN, EDRBIFATIT UMIES/2N, DFEVF T M
WICEBRIBE THD, LI EIT2D, I2I2F N LSO EFRIT
EXTHERFHTH 720,

ZHUTH L TR 213K [E 0 HIPAA Privacy standard Tl
AICLARESC ABEICLARIEAZ XL TRY, FZRED
LT, TBHBRIZ(in plain language)ftd#l 4L, 7>, Bi7/R
I AENDIERIZOWVTOREDIER, HHEHRX
RSN A AN EOE R, B, SCEICRVEDLTED
HeR], ZDRMDIEHRIZONT, ZETeIENMEL | DI

BAERBRY & FA0OERBERIER

MRERDRASND, £72 GDPR TIEFRIEICETHHARTA
v OVEAFRLTEY, AEZRDIEEREFEBEEOMIZSIO
R 72, RBEIRGEMAT 5030 RLERILATHY, R
FEIZEDARFIERHIVEHIRTHIEMRE | DR DFEMIC
LI LTV,

4 EEBHROFFRIZBLVCOREDEDN

FOE TIZEAZEIE NG A A VD5 A LT A& %)
RELTZEFZRFRICBITHMEIEE 9% C Informed
Consent % LEESHZEERINZ EFEL CUWDH, R A
ZWRFIR T DO AR TR S X IR DT, M8 R i
BERIERIBEOERIIA LS OI 255800, £D70
12, AEICITER 2 R RENTFIE T 5, BfEMNRIE MY
JRFEFRZ2 R A B CHREZRD | [FEOREIOFER 2
M RABRRGE S 25D, AU EY R AE T2l
Th, EFES I CILEE ENEE R EN 20, filx
IEREDT ) MEROIRMEE RO DG A ZLORMHITZ
DOEZRSVAZEFHAZE LRI~V ER R CTE R, F2
FEZTAELD Real World Data DA, HIT/8-> TIEHE
AT AEA ORI A B EERICRO DI EIE, T4
B ICIIAR i 2 &M\, B 21T 2o D E TR F A fE
LA 0RWER O TR RS, %A ICHELT
DA T —ARERITI A REMER R TR DI,
HAEICH A BRERTZEHENTERN, LIRS T
HIPAA Privacy Standard x> GDPR THEZI TV AHIH72H
ETONEMEAERNAARES S THRWV, bokd
HIPAA <2 GDPR Tl [FlE O BUEA K #2235 OFITE HIC
DOWTHHERHY, Fo-<HHTEXRNENIDIT Tlid
W, FAEGRTR O T A& xR E U EZRAFIEIC BT DM
HIES CIHNAEBTEROREN DD, LovL, ZIUHEARE
L REIEHNC BT AIEAZE O BB DR RI NS N5
DELETT Th- T, BAEHRAEESI L2 Sl 0720 A
BIZBILTE, MR TREATIRILE S 25, 2D LI H e
WH XG0, QR L CiE, IR R
FRIZHESHA, EVOFIA BT, A7 TUMIES
[FEZRO TODN, IETHAZ I CHIEL TOARHE T,
F7RT U MILDEREREZRBOH TWDHI &R, KW
HIFFCEBHIEETIEH AN, HIBRA L KR T24F B 1272573,
FEFITE A TORY, ZO X0 RITF — 2 OFE
AT L2 W T DL EELL, SO R RS TEL
EZ2HN5,

5 ERIEHREAKREERE

ZOXRHDO— 2L THEHIN T DO R IE IR A
ETVEBSIEZ BIRL, MENED LN TVD, REtHF o
FEARETHY, FEMT LR TR, HERED
B DO—2ONEEDOHBEOME CH5, [FELTICEHLF]
AN IEBE B DLV B ER O T2, 5 =887
I B R EREBI 3% T, JEREZE D=0 IR B ORI
RAOFER 3T ITESNRVEA T, E=F AR A
HRAEBI AR B O Z LMLV R OFIZITV, Th
ZEIRICFE O 2 S AN BESN WD, i
@Y FEESNAUE, FITERAFICE > U TR DA
0, TEEFIC LS TUIFRDT- D DI I ESND, -,
FELUNHIRRBBSLRAZ NS LD,
6 EE

FOE O NG RORE LS O BB | ERERTE
HOFNE %D DB A DO S BB DV TIR 7=,

Az (B21ORAERBEHRISAMAR)



[P &N HIGRAE ZE DR I AT T A 0 B CRIBE DRSO R
FEaEtEENEEIE AR R L . AT N TORMEZRD DR
BT BEFMICRIE RO B O Y LY RS
DOFAM 2475 E PG REAREEE OV T~ 72, 7R
B CHEBE R T IO LV, 20X AR — L)
SV, FINE A ORI G B p I REME DS BV, AL
OB T DIEHE4 FEETLTRIEA T84T
YA DR ASHEEL <722 ATREME DSV | IR AR R R FHR IR D
AF—LEIEATIULE WA, & FFE 2T/ WHNE T
FEARIED AR — LB AL LEFENEDZEZ 2605,

SE Xk
1) ERS B OMIERFRIRICE T 5720 OEA M TIEEEHRICBE

Dk,
https://elaws.e—gov.go.jp/search/elawsSearch/elaws_search/lsg
0500/ detail?lawld=429AC0000000028. 2020 £ 8 H 31 H iR

2) A RAEZES, A RO T HIEH,
https://www.ppc.go.jp/files/pdf/200107personal law.pdf, 2020
8 H 31 Ak

3) AN RREZES, MEANEROREIZHE T DEHREO—H)
ZUOE T DiER DAARITOWNT,
https://www.ppc.go.jp/news/press/2020/200612/, 2020 4E 8 H
31 H AR

4) BB BN RARERIE O RE U 24207 3 —A, H
NAE AR P LI A 1) 7o P R |
https://www.cas.go.jp/jp/seisaku/kojinjyoho_hogo/pdf/r0208ch
ukanseiri.pdf, 2020 4£ 8 A 31 H 2

5 A AESF#EEZES . GDPR REICHETEHART A,
https://www.ppc.go.jp/files/pdf/doui_guideline.pdf, 2020 4 8 H
31 Hife

6) SUERRL A R AETHBA . NExtRET HEF R TS
fmEfE &,
https://www.mhlw.go.jp/file/06-Seisakujouhou—12600000-Seisa
kutoukatsukan/0000168764.pdf, 2020 4= 8 H 31 H ffEd

HAERBERFS BAI0OERFRFAEZARE (F21AHAERBRESFAMAR)



