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Improvement of ICT Environment to Support Hospital Works Remotely
Naoki Nakamura *?, Masatoshi Chiba "2, Tomoyuki Tayama™
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COVID-19 infections are spreading both in Japan and overseas. It is anticipated that the spread of infection will
continue for the time being, and preparations of an ICT system that supports hospital works remotely are urgent issues.
In this paper, we have developed both a video conferencing system that enables screen sharing of electronic medical
records client computers from outside the hospital and a remote operation system of the electronic medical record from
outside the hospital. Regarding the video conference system, we have deployed an open-source video conference
system called BigBlueButton. For security reasons, computers connecting from outside the hospital were designed to
have a VPN connection so that data communications are closed within the hospital's network. For the remote operation
system, instead of using a virtual environment such as VDI/SBC, using a standby client computers of the electronic
medical record and using a cloud service that provides a screen transfer service, we have developed the basis of the
system. In addition, to avoid security incidents like an intrusion of computer virus and information leakage, the system
was configured using the clipboard prohibition function provided by this cloud service. As an evaluation of developed
systems, we confirmed that both systems worked well in terms of basic operation and performance. Especially regarding
the video conferencing system, actual operations, such as case study meetings among staff and conversations with
COVID-19 infected patients, showed the effectiveness of the system. Fortunately, as of September 6, 2020, the number
of infected people in the prefecture was 239, which was so small that we have not reached the situation where the
remote connection system is needed. In contrast, the usefulness of the remote connection system has been confirmed
through actual operations, such as the drive-through PCR test in the temporary clinic and the medical treatment in the
accommodation care facility for COVID-19 mild patients.
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1) BigBlueButton: https://bighluebutton.org/

2) Greenlight: https://github.com/bigbluebutton/greenlight/
3) Apple Configurator 2: https://support.apple.com/ja—jp/apple—
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