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A study on the risk of medical information theft by Man-in-the-Middle

Attacks in wireless communication
Kazunori Watanabe™' , Tomoyuki Yoshizawa '
*1 FYF Inc.

Abstract in English comes here.

With the recent spread of IT in the medical industry, wireless networks has been installed in many medical
facilities. These network systems require measures to prevent unauthorized accesses use by outsiders. In this
paper, we consider how to construct and operate the wireless networks in medical facilities, and confirm that
WPA2-PSK can be accessed illegally by a password attack and can also be used to steal information by a
Man-in-the-Middle attack. From these verification results, it was found that WPA2-EAP or WPA3 is the preferred
authentication method for medical facilities now. However, as a practical matter, not all healthcare organizations
are able to take such measures due to the technical difficulty problems. So we also need to consider the strength of

our passwords to slow down the attack.
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.. 192.168.50.2.. 192.168.50.60 DICOM 308 A-ASSOCIATE re
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