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Secure Utilization of Information using Security Infrastructure
and Underlying Technology

Katsuya Tanaka"!
*I National Cancer Center

Abstract: The collection and utilization of large-scale medical information for the purpose of developing artificial
intelligence engines are being actively carried out. In Japan, various collection systems have been built, which
mainly operate to collect data for medical image analysis and disease repositories. The enforcement of the Next
Generation Medical Infrastructure Law since May 2018 is expected to accelerate the collection of medical
information. In the experimental project for the Next Generation Medical Infrastructure Law, a centrally
integrated basic system was developed, and standardized electronic medical record (EMR) storage data that was
distributed to each hospital was transferred directly in one data center and imported to a database for secondary
use. The law requires a mechanism for maintaining a list of notified or opted-out patients by notifying patients to
opt in or out. In a previous project, we developed a gateway system using these functions, which was deployed to
medical institutions participating in the demonstration project. When considering operating these systems in
medical institutions, safe and efficient secondary use of collected information is essential, not only to abide by
next-generation medical infrastructure law, but also for large-scale data collection projects, such as multifacility
clinical research. In this paper, we consider in detail the requirements for providing access to medical care
information to such data collection projects and propose additional requirements for our developed gateway

system.
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