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Abstract

We have the Research and Study on Cyber Security Measures in Medical Institutions for the Promotion of
Informatization in the Medical Field with a subsidy from the Ministry of Health, Labor and Welfare (MHLW). It
was thought that the use of telemedicine system would be introduced due to its effectiveness to avoid infection by
coronaviruses, but online medical treatment from the first visit, which was allowed for a limited time, has not
progressed. In addition, half of the cyber-attacks in Japan targeted the IoT, as reported by Mr. Tanaka, NICT, in this
symposium last year. Although there have been no attack cases in the medical field in Japan yet, intrusions from
medical IoT had already been reported in the US. Therefore, we will discuss the current status and countermeasures
of cyber security in medical institutions, including IoT, and ISAC (Information Sharing and Analysis Center) as a
countermeasure. In this session, Dr. Kondoh will report on the results of this research since last year. Next, Mr.
Hayashi of Palo Alto will report on the current status of server attacks. Next, Mr. Matsumoto of Nihon Kohden,
who is in charge of the Japan Medical Devices Federation, will report on the measures taken by the Japan Medical
Devices Association. Finally, Dr. Maeda of the MHLW will report on the MHLW's understanding of the current
situation and countermeasures. Finally, the speakers and the audience will discuss the current status of management

and cyber security measures.
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