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institutions in accordance with the promotion of
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Abstract

In the context of ICT with online medical care, telemedicine and "non-contact" in mind, Kondoh et al. interviewed
cyber security experts and people involved in various medical systems about the status of cyberattacks and system
structures in the field and organized the perspective of cyberattack risks in medical systems. Hasegawa and Kondoh
conducted a questionnaire survey among the members of the Japanese Society of Telemedicine from this perspective
and obtained survey results that suggest that awareness has not yet been fully raised. Lack of information was
thought to be a major factor. Yamamoto et al. conducted a web-based questionnaire survey from the perspective of
patients about online medical care, which has rapidly expanded, and found that only about 40% of the respondents
understood the contents of online medical care. Miyo et al. surveyed medical institutions, and the responses from
508 medical institutions showed that while the use of IoT devices is increasing, most medical institutions are not
prepared to deal with cyber security as described in the IMDRF document. In order to develop draft cyber security
guidelines, it was found that an organization such as ISAC is needed to share the current cyberattack situation, case
studies, countermeasures, systems, and education. From listening to the construction of ISACs in other fields, it is
clear that the medical field will continue to expand its base and its difficulties, and it is important to consider

structural measures against cyberattacks in the direction of the next generation of cloud computing.

Keywords: telemedicine, cyberattack, IMDRF, ISAC (Information Sharing and Analysis Center ), cloud computing

1. X C®IC

2 0 2 OHEEDEATEE OFENE [F T4
PR - mBEESS TIERH) &2 EIIZE W ICT ko T
LRI S B &P A =T X 2 U T ol &
BEEZ T2 A R—kx 2V T ($BEORE] LT, A
28) ICBWTHARHHE LTEZD, A T4 2, =
WIRERa T, EMREG W, M ESEE, Wi e R<
A TA Ry N U= SHOEFEBIERAS RN
KIREHEDN N, HOIWVEHEDOE=F VT NHHA A
U—R M AZITITIOHILA~ILVA L BFFEE location
flexible trial 45K T % mobile Health DR - 7 5
U R —E@ER LI TIE, A =X U T
RIIMETH D, L., #EkDIHEBE, ZERTOE T
NTHEOERIERS AT LI L THA 2 —%y b
—REAUCTZ VAT AHEE L TNWD LI THIN, VAT
LARSFRLEABHG I DY 7 E OfERITAFE L, A X —
BX 2 U T 4 RRP G LI E RN, T, A, a0
TR CHEDETEBERA Y TA R, EmETt=2 U S
LOREHRORBRTER EFAZOEN b X2 U T 1 %5
OHEBIFFVLEENEEH->TL D, TOLX I RBUIREAHR
DEFRBEGORN AR T D L3V A X=X U T ¢
KREBEZD ETEETHD, Fo, HBUOZ ZKFED
EFHRE L, ZOWRMIEER A R—F% 2V T ¢ 5

LEZD LTEHETHD,

2. Bk

WESITV A N—t X2 VT ¢ OEMFML DER S A
T LOBREIL, FDRBHITBIT B —N—KEORI L v
AT IMEEETEIR LTZ, RUTE DT,
ER)INTZOBlEN G BARERBERFSS8ICT »r— b
WEEIT o7, BRERERTSRBA -V V7 VX NEH
WTC, Ty r— IO EERE LT, 77— M, Goo
gle FormsZ W THERL LT, WEB LTI %2 & & 7=, 4
M 2021423 A10H ~20H, 5HEHIT, A—V 7Y R
NOBHINA—LT KL A506{: T o7,

ERBEE, BRILZITEFREE OV A S—E% =2 VT 1%t
WIZHOWT, BRI A R—BY 27 OFLENE, T
ANR—tFx 2T A EHEOREICETHZE2ANEL
TG 2 4000 SR AR T 2 26 LIAE L 7=
LA —1ZERDECIRBIT DU A KT A ARRE OFLED
B, HFHA KT A4 L OERRREORDL, F DRIZ OV T ERE
W AT LS v H —DNE B E | AR O A A HEE
ATo T, ETo. BRITHEN o 1A v T A VBRI HONT
BENOHESENBWebT v — M EZE =4 —21E (=7
7 IV) DF=F—2 805 1 EUNICRERZ 72 & E R
FEZW-CHERL D A T v AL CIEFEKE %32 L ER
ED D OFFPIROIBRIZE T 23 2 BfR C X 7218l o

HAERERFS B4 OERFRIEARE (F2L2AHAERBRESFAMASR)



ENTEEAFIL0004 5 HWebT v r— N &24T72 o 1=,

. HER
ITROBERTIE, ZEDEFR S AT AOW A NR—LEY R
7 OBUREREBL, £ OEHE 2T Lz, EREEOS
BIEV AT 2R EBEZDVERNH LN . OFRy NU—T7 D
A, @xy NT—27OEN, QFAZHEDT 7 & AFGE, @
SR LT —X2 DO AT -y, ©FET 5y NT—7,
AR LAN 22D O - RA, @EES £ COMREEE
REXEDRE, DF —Z N 7T v FITHHE L TR EE 2D
ZEMMEThH T,
ZHUIINETOCEFEEE R Y N T —27 OXRTH
D SMEREERET ., HURIERREEE, A4 T A LIFRICIRE S
TEY., Oy U= DO AARFLOEIT R - TNz,
ol Ol i HFE, COVID-19%t 5K CIEE B COET
HNTRIHAOTRBH Y, A ¥ —F > MEH_EOVPNRH
TEBFHINTEZHEENLT 7 AL HESN TV,
—H T, A TA BPETITISL LI AT ZERB T A
KA TRD LTV D, 5%, EBRRACTRR ORI
B I NT EOWATRIANSEI 2D,

T TAUBETH, BEDDWVITEENEBRELTED
NAHTVE VLI T U Z VS, B, 55 VITEE
BERET — X IINBEWET 4 —~ > NTELANVTH DT
770 RYP—NIURFEND HONEL , ZNHDOER L
BRI EA NV T ZOWATRI AR LI 5,

DX C bl R, AE, KR, IMASOT —% %25
T DENRA NNV ATIZY T T FEREOMSE Lz O
EQAN

—J7. A N—BEIZE LT, NICTOA T v MMtk
v #— (NICTER) TOHARERNDOA ¥ —F > bOADILYT
A NI ERBET TR TH H Z &, 20164ED
KETIXToTH #R F CEIFHERE ~ DR AN ST 0 b
HZ b, EFRSIRTESHOE,. *y NU— 8N 5]
OTEEFMSIR NV AT L 22 TR &N 5 72, iy
DOIoTEFEIRORE, BHIIEENLETHDL I ENED
Nic, £lo, VA NVARR Y AT A&t BT, ERDHRRA
DOBEHITINZ T LD 7 A L ZNE Y 7 MR S U
<, F, EBEO A —HA F - URLIRH OREGE, — B
RBATHERY NT—7 THIHRT A A~OEHRH Y B
2 hTAREREEND KO ISR E VW B BT
F7RUNRPL T, EDRE MRS X 5 IZHiAR TORMA & XA
MBI 25 L, TSAC & MR 2 15 & %R o A EHR
OYMEMERHETE TN D,

fth 7. BB TIR20084E LV v 07 94 7 v MR
OFIAEAT, 20204 I TRARY— S AR A F L—U 0
ALV X2 7 CHERMNRET VLT B AT LEE
AL, 779 FMEL BRI T0D, 5, REEHBRED X
D I KB © 7 7 U MRt L Lo TR Y £
NA NIV AF L BT T T RIGICBAT L CRD B ERE
AT LRHE DA N—tF 2 VT (et D HEN
R L E 2 T,

ER)EED AARBERFRRBIZY V7 — MEATIL,
mIZES 10614 (20.9%) ThHot-, ZOHTEMPKRHE
Motz (57.4%) , EEEER (74 V2K, BmRt=4
VU7, EHEZINEE) OREEFHENS L MR E R E S O
PEEF D e, & O R CERIERIELATOY A N—E % 2 U

BAERBERY S F41OERBERIER

7 BREOFERE T e < FEFHICERE L TV RnEE
BENRE o FE LTIV ANRBEGLERET 7 AR
%o Tz, ISACIZOWTIL, 15720 & DRI 5L 72
ST, ETMBEVEZOWTIE, Ml bF xR0 L DR
NENS T, FEEFPHIEZ > TRV EEZLNDLH
BREREE, BFHARSRERER EEZ BN,

£ BB, BA 5LZD4000E B ORA Tld, 508D E
FERERAD DRIZ N B o 72 (BIEH12.7%) , LoTHE#s OFIHH
Heder, Bh Y OEREHEEI CIMDRFSCEIZEH SN D YA R—
X2 VT A ~DORIENRTE TN Rtz
IWARE—D A RTA4 ANESEOHANLDOET Y T
VAR - EE - EAE S S 2 T Ry N U — 7 S R (i
a2V =7 A HEASNED IZBIM L TV A EEEAHLICE
ST 72, & O TIXFEE N O EE OB 5/
o, T—F OESER - RE R ERRBERIZR-TREY ., T
— BRI & R ERIEAE T L DV 2 7 5bS, EEHE (EPNSh
ORI — b - B EALOFE R, T — X RIFOA M, HToH
HAS) ONFE RO EEIMEENFERCTE 7, —F, AL
DESEITHEN T2 F 2 T A VBRI OV THERE M OB A
MNBWebT 7 — MRAETIE, v T4 VBIRONRE % BiF
LTS DT AENEE T AL T A VIR T -E135RE
PR L BIBEEDOFRENA L TA VSR EZTOND Z &
B ATV,
HHFEADALZE 22— T, FREROEHCEMBIZEELT,
BUROBU RIS OBy AT 2O EH S0P HL, %K
12, A1k, ARICET ERDXEL TIA23Dmobile Health, IoT
DB OHEMFEIA L FE a— 1Tz, o, WIZTIE D) BT
BT DB EREHEEI T T2, AV HE 22— 51720720
WZOWTEUIFEHET 5,

A VARSIV FER OB WannaCry, EmotetiZ %
BEFA— /L O O EURLIRH OB | BBE% DN N
— 7ROV — " EE, F2, ZRBO%F L L TOEDR(Endpo
int Detection and Response). 3O FALFKISAC(Informa
tion Sharing and Analysis Center), ¥ar7 ARDRHD %G
IZOWTET U7 DIVFAELT,

b7V IS ERRSEIC ST, DRy T — 2D A,
@y T—rDEO, QFIHEDT 7B AZRGE, @R EoF
—Z DN -Gy, @FEET 25 T —7, B LAN 72
EDMDLOIRZW AR A, @EZEH /5 ETORENEDORE, @
T =BT NP CRIREB 2D ENVEE B b,
ET D, 2078 ER2FLH D,

NICT COFEE TITUFEINDNE B A~DBEED 5L _ERN 0T
KGELTEY, TN ETEFRIOTHERO HHIITI 3, 5%
ITEENLETHoT-,
ERERFESEBOT 7 — MR CIEgiEE 13074 oT
Has ORI 23T e R B O FH A TIZIMDRE SCEICH D51 R
I Thiv oz, BERENDLORE TITA T4
VIEARF A I RIRIROMGEA B D03, FIAF IR
R TVE,

4. EER
EIREFRFEAESBICKT 2RE I R OB EHRE DD
ol EEEER S A7 ISACIZAET BN TE ST, ~LAA
T B OFAN—F 2 VT BT A RMEEROREKIL
LT N EEZ Gz, fEfIXBE ORNCH Y & LT
5 & EEIIIWEEZ T TWD DI, KB DN TN D)

AE (BR2ORAERBEHRFISAMAR)



H LR, REREHEENLELEE X b,

IRBEF R OTED B 1T, ToTHEEHI T 5 VA N—KBD
U R 7 Tl & G IEEDO RS, IMDRFCGEDOEX 2 U 7 ¢ 3
FRICRHR T 5 72 O R RN 2 % 3 2 Mk o L Z
A % #6950 N—B (6 L, BIREZR B 21T 511
LA DA 2R X 0 . BARDEEBEA KOV A A
—BEEADOFLRE S D[] EIZ D720 A BN R ST,
HA RTA NEREORENOLOe T ) 7Tl — 2
Bl & HREBMEE =& 0 U X 7 b, TERIE (ERAORH
No— b BERALOF I, T — X R OA R, B HEHES)
ONEZAHR O EEMD S — B A EERE AP RED 1 (2)
HABBLAR D 72 0 OFRIHFHR O O & BRI E D D B
OHHER QAWEHRE @V A7 HMIE—BEOERNE
b,

Fio, WAL, BURO TERIEHR T AT LOREEH
WRT 204 RF A4 5. 1R 1220 THAN—EFa2 ]
TAICEALTHL—EDORTHAD 0 HEEbBRE T 5D,
Ll Xy hU—27tF%2 YT ¢ ITBIL CTid, 2007412
v AU TA CORRBIZE L Tk S = b o0 BLIRD
777 RMEONSe, A2 74 VBROA# R K, HDH
IR ER DA T A VRV AT DOBARE U D
T —H N AEPRETEARED SN TV BEL RV A
T BICKHEFTREMEIZ DWW TH M ITREES LTV e VW E D E
RTH-o7,

—H AT A IS OWTBE R OBLED HWeb T
= NREDDITEEITA T A ISR L TR Y
EERVEL LTWD BURA L T4 VIRV AT AL ETD
NTENISBET D0 AR CRIA T 2 5 A IR E
VAT AOBREERIIETHHA RTA T B &
RO TND, SRITHRBIE E A T A D HE)
AN RDOHND Z LITHBATITY 77— % —ATiX
W CERWBEMKEANDF U T VBV AT L
O ERMHRIZT 2R ERH D, ZOHHE, VAT ORED
I AN—tX2 VT4 THY, +okextiknkdbons,
DFEY | HERICBNTIER Y NV —7 DX =2U T 1, To
THERRIC R B A N—FF 2 U T 4 ODFREDT=H DN
VETHY | EmREEBIROEREMNIC b EHREMOHE
1TV 77— — i3 hnBEmRE o4
VIA VBV AT AN E DR ERIRICT ALENRD D,
L7zmo T, A R—Fxa )7 4 fEHEORTEITITEIR
DY A N—BEOIRPL, FH, KK, (K, HEEZIEGT
BHISACOH K 9 ik S ETH D Z b -T2,

F7o. AUEFBREO VAT ATHEEOE(EFEORBRERH
DI, FNA ANV ADIEN Y TIEloThds, A~vik, X7
Ly b, 7277 RP— R BT HILTOEELH Y | R
WA FA BRI [EESBOWBOILINSH D
IR LZEOHEOREE SHETH D, F DEKERD B HISACD
YO BEEEMOBRIEFILETH D,

53 BF O ISACOREE DOTER M & 1XFE S, &fl, M2 TR
I RESOMEELHANREE 7 a—IHEUTH Y, FIFE
O H—ETHY, W—HEEZET D,

e, EEREEICH D — R b AR T U RBITOJH
PERBH 0, 777 MUCBIT LI, AR, —3F,
ZERICHEML SN D X HIcBbn s, ZOEET, R
DT U MO Z OMEEDHR TH A N R EE X D
T E WM E L BT,

BAERBERY S F41OERBERIER

5. &

T NRE, eT VDB A =X 2 YT~
DAL, FFERND RN RN A NRXR—t X2 T ¢
FREROFEIZINT T, BUROT A N—BEORDL, F451,
R, KH], HES 2 AT DHISACD X 95 RN VB TH
B ERbhoTlz,

UL, BAROBURTIHE X T, Fr 74 V2%, €
A AV ADFTRNAD S ZIE TH U TWIZERY AT A
D BIRITHER ST D IEE S AT AOBLRAER D72 DI
HISACOMEEENE U BTz,

fth 53 B D TSACOREZE DREIA > & VFHEIEL D J7 15 CTRIE I RED
L E 2T ERSE OB OIL S NS % bR L OREES
e Cch o7z,

ZOEKRT, WD 27 Z 7 Mo 7O H -Gl 4 Hifl
(LU RIRFIZ YA N—EBR A B 2 D 2 & DB Hik
LB,

SE 30k

1) NIST :Z ero Trust Architecture. Special
Publication, 800-207. 2020, https://csrc.nist. gov
/publications/detail/sp/800-207/final

)SRHWT . BRERICBT LA NN— X2 U T A KR
LB DA, R RS RS S 2020,
40 (Suppl) :1 84-185

3)ITHEMESD © BHIZILN DA T A VIR - mIRER & EEAR
BT A N—tX 2T 0. EMREFES KW CE
2020, 40( Suppl) :1 65-166

4) BTG ¢ RIS AT AOREEIIZET HATA R
FA UH5 L I, 2021
https://www. mhlw. go. jp/content/10808000/000730541. pdf

5) VTR ¢ HFUSHEINE & I 7o EFRHHE S A T A OfERr
WMok 2. AAERERSGE 141 109-11, 2018

AE (BR2ORAERBEHRFISAMAR)



10
11

12
13
14

15
16

TSy B
FUTA LR
IriEFy b —
7

Tele Stroke

ol & S P
Ve ] e
SR
RS FRiSHIE
AN

ey
HATHE 2
NICT

[EJEoT

i
EfRICU
SaMD (Z'u/'

T LEFREER)

IR —E R

AIRISAC

& SIRISAC

A LA
ES

BEXERBERY S F410ERERS

TEEL7= A

MICINER A K

EERBE, BLEVRYE, F
D MEGRE

LB R AR AR
SRR B,
)7 o ERRE
ER) a0z
LT AVAAT 4TV
HifFH K
JE R R S D A 4 B
WG B ¥R
AHEE KT R R B
PRHEEIRD

ITIEES

PA N —EF )T
HERNRE

H A T2EM Befriskng

A, I eE—ER K

EIRIEE R, AT 477

& — iR s

IR S

SiemensfH 435

AWS ‘B34 Y

S AR G

A HVEK

g ATV
B By lpile e

Akl oy 3

LAN®A [ FW, IPS (2LDHA . O, VPN,
GW D% &

Eh TR AR DIRST

T E AL 2 BHEGEAE. ARRGERE

LN USB A€V, CD 72&

FvhT—7 | R AR~ ok, BEEROTR
.
DNS 73 & D% Bt

B Fv T — 2N D55 HE

EET —  EFRCIEERERO BCP LEBFO BCP ©

2Dy Y W
T EZDUBERDHD,

EAEAR (B220HAERBERIIZMAR)



