BAERERFR F4DERBERFEAAS (B2 AAERFEREFSFMAR)

NEVVRI I A

2 VRYYA10 \
lOTICHITBHANRN—tFa2) T4 DR EFK, BLUHEKRELTD
ISAC

2021FE11B21H(H) 09:10 ~ 11:10 F&3%5 (25882f224)

[4-F-1-03] loTH#izs & L TOERKZS. ENMIANILRICBITS2EFa2 Y
T 4 X ERDIRIK
Current status of security measures for medical devices and
mobile health as loT devices

W E—B' (1. BALETEMARH  RITHIBALR)

*Koichiro Matsumoto' (1. Nihon Kohden Corp.)

F—7— K : |loT Security Guideline, mHealth, IMDRF

HE, EEMESFIE. B/ EBEORY N7 —0EN L TOMDOEIEIRCY 7 b7 &EESE Y X5 AP USB X
EVEDEREATA 75 E > TERBREARNT IHREEATETEY. v M7=V FICIZEE#SERU
HAOBESHBLERINTEY., ERESROFEARENBICEF 17 THDEIFRLSAV, DD, EEELS
DENERVREMEBRTZEHDICHAN—EF2 )T DEEEILVEBLTVWS, XBETIE. EEESR%
BEALTRASNZ X2 VT4 YRIDEREHRBAL. BRAEFDE LEENSIAILZADFRIL W HES
N3 EEH FTH2SEICHEE - REEGDPOREHEINE lNoTEFa2 T4 HA RSV Verl. 0] 2R—2&L
TEE#SREDFEICDOWTERL %, SHICEEFEEN S, EHR27FE. [EFEERICE T4 /1 \—¢
Fa1)T 14 DERICOVWT] . ER30FE [EEEBZOY A /NN—tFa )T DBERICEATZHAY >V RIZDOW
Tl PEE L TEEMSEEEEICHLTRESINTWS, Y4 —tF 4 YT 1 ELTIE, O - Xy
D— O ELEHRLTERT IO SDARERT IV ERAENMEESINIERESBICOVWTIE, Y14 1—-1) RS
HEOBMMEATM - BREL., YRIIIXIAY M ETWL, FRBICHT 2UHELABRIREPIRBREEZSHT
WEIRREITI & & LTWB, 2020F48 (1213, ERERESRRFEIYNE 7 #—> 4 (IMDRF) Mo EEESS
HAN—tFx21 )T DRVRVERICBTZHA YV ADPRAKREIN, ThiE. —RBRERVERRNTS S
TARIDOVWT, 2TOEERFRBICH L THESIELZREM T 20T, BiEEE, ERREMHE. HRE. R
LERUVEBEMREEL ST IRTCONZTEREORFEETHY . 2023F4BRICENTHEEADKRITIEA
TW3, ILICENMIANILDBRREBEATREEBHA RSA VYA N—EF2 YT+ HIFVRITDOV
THiml %,

O—M#tEEAN BAERFRER



IoT #23ELTHOERMESS. ENMIANIILRIZEITS X 2) T4 KD TR
Aot fE—RR
*1 HANTE T3EM Bl A
Current status of security measures for medical devices
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In recent years, the opportunities to input and output medical information by systematization of medical devices such
as linking with other devices and software via wired and wireless networks and portable media such as USB memory
sticks are increasing. Electrical devices other than medical devices are connected to the network, and the environment
in which medical devices are used is not always secure. Therefore, the importance of cyber security is becoming more
and more important to ensure the effectiveness and safety of medical devices. In this paper, we describe an example
of a security risk of intrusion through a medical device. Furthermore, we discuss the characteristics of the IoT security
guideline based on the "loT Security Guideline Ver. 1.0" issued by the Ministry of Internal Affairs and
Communications and the Ministry of Economy, Trade and Industry in 2016, in comparison with medical devices.
Furthermore, The Ministry of Health, Labor and Welfare has issued documents on cybersecurity of medical devices
in 2015 and 2018 to medical device manufacturers. In April, 2020, the International Medical Device Regulatory Forum
(IMDRF) published guidance on medical device cybersecurity principles and practices. It provides guidance on
general principles and best practices that provides recommendations to all responsible parties, is the joint
responsibility of all stakeholders, including manufacturers, health care providers, users, regulators and vulnerability
reporters, and covers the entire product life-cycle. This guidance will be introduced in Japan until 2023. In addition, I

also show cyber security from the perspective of mobile health.
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