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A Four-Year Operational Analysis in Face Recognition for
Information System Authentication

Yoshinori Yamanouchi™, Taishi Nakamura*?, Koichiro Usuku™?2

*1 Department of Clinical Investigation, Kumamoto University Hospital,
*2 Department of Medical Informatics and Administration Planning, Kumamoto University Hospital

In hospitals, user authentication is often based on ID and password. In recent years, a two-factor authentication
using ID cards or fingerprints has increased, but a standard method is not established yet. Our hospital was the
first in Japan to adopt a face recognition in hospital information system, which went into operation in 2017. In this
study, we analyzed the operational conditions of the system for last 4.5 years. Log data of the authentication
system were extracted from January 2017 to December 2020. Based on the data, we created a dataset that was
converted to allow analyses for user's profession, terminal types and the locations, failure logins with face
recognition, change histories to another authentication method, and so on. The total record of logins to medical
terminals (PCs and smart devices) was 19,019,065. The number of logins with face recognition was 14,533,395,
which was accounted for as high as 76% authentication. The use of face recognition in our hospital showed being
generally stable because the success rate was 96%. The accuracy was more than 95%, which appeared to be
practical enough for normal authentication. However, depending on the user's daily face condition as well as the
environment in which the face image was taken, the authentication failed to be performed. We plan to enhance the
function without requiring direct contact with common objects as a smooth authentication method since not only
has the accuracy been improved but authentication with wearing a mask has been turned to practical use.

Keywords: Facial Recognition, Biometrics, Multi-factor authentication.
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