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Proposal for privacy-conscious masking of free text information
in electronic medical records

MUKAI Masami*'*?2, EGUCHI Ryota™, NAKAGAWA Daisuke"’, TANAKA Katsuya™"!,
HASEGAWA Hiroyuki*, MIHARA Naoki*?"!
*1 National Cancer Center, Hospital, Division of Medical Informatics, Tokyo, JAPAN,
*2 National Cancer Center, IT Integration and Support Center, *3 FINDEX Inc., Tokyo, JAPAN

There have been many attempts to analyze unstructured medical data that contain information related to patients'
symptoms and prognosis. Although it is necessary to check the actual data for analysis, it is necessary to process the
medical data from the viewpoint of privacy consideration. We have been studying the masking process of free text
using processing rules. In this article, we report on the trend of the medical data to be processed. In this paper, we
report on the trends of the medical data of the patients who visited our hospital in the last five years, including six
types of free text records such as progress notes, surgical reports, and pathology reports. We extracted proper nouns
(names of people and places) from these records by morphological analysis and confirmed their ratio to all records.
Results] About 6.3 million records were extracted from about 30,000 cases. The percentage of proper nouns was
higher in surgical reports (0.55%) and progress notes (0.51%), in that order. The percentage of proper noun content
in progress notes was higher in the order of physicians (0.36%), nurses (0.13%), and almost 0% of central department
staff. Among all records, 39% of the records were masked when the morphological analysis element was a proper
noun, and 18% were processed based on processing rules that captured the characteristics of the recorded documents.
The high rate of occurrence of proper nouns in records that are written with direct access to the patient or that specify
the name of the person in charge is consistent with the flow of medical treatment. Morphological analysis alone
cannot provide sufficient masking, and the accuracy was improved by generating and applying individual rules for
each document. However, it is necessary to correctly distinguish between terms that require masking and terms that
do not require masking, such as those contained in drug names, etc. For this purpose, it was found that an enhanced
dictionary is required. The results suggest that the generation of an appropriate dictionary contributes to the
improvement of the accuracy of the masking process. In the future, we would like to study how to enrich the
dictionary and apply it to processing rules.

Keywords: NLP, Morphologic analysis, Privacy, Data Processing, Masking
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R1. TR LOMERBITOFR

[E3EE ] EX 3.E ) FiLR—F RHELKR—p FajLx/—h BHEELHE—F
T—=8La—F& 177,954 23,336 17,583 172,405 5,637,157 332,777
BEH 4,639 0.007% 2436 : 0.030% 1,654 0.016% 645 : 0.004% 152,783 0.022% 3,195 : 0.008%
e 9,692 0.015% 476 0.006% 1,536 0.015% 4,187 0.025% 166,254 0.024% 3,924 0.010%
HARE 537413 0.831% 164,344 2.055% 66,420 0.651% 130,038 0.776% 6,803,858 0.968% 298,774 0.737%
5,528,406 8.551% 1,586,610 19.836% 1,668,577 16.364% 2,465,688 : 14.715%) 67,385,992 9.590% 6,387,382 : 15.760%
1,060,248 1.640% 274,151 3.427% 382,531 3.751% 906,041 : 5.407% 17,558,390 2.499% 3,659,595 : 9.029%
37,269 0.058% 8,569 0.107% 18,618 0.183% 49,656 : 0.296% 531,826 0.076% 96,501 ! 0.238%
148,788 0.230% 32,096 0.401% 65,149 0.639% 124,490 0.743% 2,587,850 0.368% 201,659 0.498%
1,228,496 1.900% 154,147 1.927% 175415 1.720% 576,890 3.443%) 12,424423 1.768% 661,468 1.632%
32,184 0.050% 8,870 0.111% 11,070 0.109% 13,175 0.079% 597,081 0.085% 23219 0.057%
2474537 3.827% 764,025 9.552% 715,927 7.021% 1,234,191 7.365%| 31,249,707 4.447% 2,896,011 7.145%
289,193 0.447% 86,210 1.078% 29614 0.290% 26,950 0.161% 2,836,049 0.404% 104,808 0.259%
17,347,145 26.830% 1,393,907 17.427% 1,776,338 17.421% 3,256,532 19.434%| 161,680,670 23.010% 6,231,274 15.374%
1,007,303 1.558% 75,348 0.942% 185,351 1.818% 216,078 1.290%| 14.436.870 2.055% 348,649 0.860%
34,905,160 53.987% 3438814 42.993% 5,077,767 49.798% 1,737,847 46.178%| 383,404,140 54.566%| 19,516,291 48.152%
44,152 0.068% 8,632 0.108% 20,800 0.204% 14,238 0.085% 831,741 0.118% 97,604 0.241%
= 64,654,625 7,998,635 10,196,767 16,756,646 702,647,634 40,530,354
R2. BREREANCEOELLNEEREERIN-NIES X
Eai Eai EZILiEsl I
RHRfER La—F# RERK IR Morphological PatientInfo Regex
[EIE 177,954 64,874 |  64.654,625 74,441 22,603 | 30.4% 71 0.0% 51,831 | 69.6%
RXEEE 23,336 16,556 7,998,635 32,507 3,834 | 11.8% 876 | 2.7% 27,797 | 85.5%
FiELKR—F 17,583 11,075 10,196,767 31,477 20,924 | 66.5% 265 | 0.8% 10,288 | 32.7%
BHELKR—k 172,405 34,600 | 16,756,646 60,008 14,030 | 23.4% 2456 | 4.1% 43522 | 72.5%
FajrLzr/—k 5,637,157 1,498,669 | 702,647,634 3,470,599 2,430,769 | 70.0% 110,670 | 3.2% 929,160 | 26.8%
| sH R L R—b 332,777 53,482 40,530,354 105,420 14,254 | 13.5% 0 0.0% 91,166 ; 86.5%
&5t 6,361,212 1,679,256 | 842,784,661 3,774,452 2,506,414 | 66.4% 114,274 | 3.0% 1,153,764 | 30.6%

*1) Morphological
PatientInfo
Regex
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