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Development of data utilization systems and services with security measures
by businesses certified under the Next Generation Medical Infrastructure Act
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There are high expectations for the utilization of anonymously processed medical information in the Next-Generation
Medical Infrastructure Act, but there are also operational issues, and the law is currently being reviewed for five
years. On the other hand, even under the current legal system, strict security measures for medical information and
anonymously processed medical information are required, and a wide range of security management measures are
required in data collection, storage, operation, and management. The system for the certification business, which is
developed by Fair and safe use of Anonymized Standardized Health Data of Japan (hereinafter referred to as "FAST-
HDJ"), which was certified in April 2022, and Hitachi, Ltd. is designed to collect medical information from SS-
MIX2 standardized storage deployed in medical institutions to data centers and use it for secondary use after
anonymous processing. In addition, an on-site center has been set up in the security management area within FAST-
HDJ, and it is possible for researchers and others to freely conduct analysis research by trial and error to a certain
extent after obtaining the approval of the Provision Review Committee by FAST-HDJ. A gateway for standardized
storage transfer has been developed exclusively for this certified business, and IPsec connection to the data center,
CMS encryption of transmitted data, and data transfer by TLS communication with client authentication are realized
on a single server and will be provided free of charge to medical institutions to ensure security and reduce the burden
on medical institutions. The data center equipment is installed in a dedicated compartment and consists of a group
of servers including HADB(Hitachi Advanced Data Binder) that can perform ultra-high-speed data processing
manufactured by Hitachi, Ltd. In addition, the on-site center is subject to two-factor authentication entry and exit
management and recording by a 24-hour camera in the same way as the data center. In both cases, operation and
management are obligatory with rooms entering and leaving the dedicated compartment including body checks and
ledger records such as bringing in and taking out, and periodic audits are also conducted. This paper describes the
details of the above series of system and operation design and security measures.
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