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Concerns about privacy of data prevent from making good use of a huge amount of data. Data analysis while
preserving privacy is a very important task. In this research, we propose a Privacy-Preserving Machine Learning
that can efficiently compute inner product in a three-layered neural network using Ring-LWE-based Homomorphic
Encryption. We propose a two-party model consisting of client and server: the former encrypts input data and
receives a classification result from a server and the latter performs predicting process over the encrypted data
using a trained classification model. This enables that the client acquires the inference result without revealing the
privacy of their data and the server protects their model from exposing it. The proposed method costs 10.549 [ms]
per one class for prediction process and performed keeping its accuracy close to the case of sigmoid and ReLU.
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2.1
n 2 R = Z[x]/(xn + 1) Ring-LWE

Rp = R/pR = Zp[x]/(x
n + 1)

Rq = R/qR = Zq[x]/(x
n + 1)

y q y− zq ∈ [−q/2, q/2)

z [y]q := y− zq

u =
∑n−1

i=0 uix
i ∈ R [u]q :=∑n−1

i=0 [ui]qx
i u(t)

u(t) := −
n−1∑
i=0

uix
n−i = u0 − u1x

n−1 − − un−1x.

[Wang 17b] u, v ∈ R

(uv)(t) = u(t)v(t).

u u := (u0, ..., un−1)
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u v = (v0, ..., vn−1)

〈u, v〉 = ∑n−1
i=0 uivi

A a
$←A

f
g←R(0,s2) s2

f ∈ R
2.2 LNV-PHE

pk sk c = (c1, c2), c
′ =

(d1, d2) ∈ R2
q m,m′ ∈ Rp

m c

Enc(pk,m) Dec(sk, c)

Enc(pk,m)= (e1a+ pe2, e1P + pe3 +m) ∈ Rq,

Dec(sk, c)= [c1S + c2]q mod p ∈ Rp.

pk = (P, a), sk = S r, S
g←R(0,s2), a

$←
Rq P = pr − aS ∈ Rq e1, e2, e3

g←R(0,s2)

LNV-PHE (c1 + d1, c2 + d2) =

Enc(pk,m+m′) (c1m
′, c2m′) = Enc(pk,mm′)

[Wang 17a]

InnerP(c, c′)
DecIP(sk, ip)

ip1 = c
(t)
1 d1 ∈ Rq,

ip2 = c1d
(t)
2 + c

(t)
2 d1 ∈ Rq,

ip3 = (c
(t)
2 d2 ∈ Rq) mod x ∈ Zq

InnerP(c, c′) := (ip1, ip2, ip3) = ip ∈ Rq ×Rq × Zq.

DecIP(sk, ip) := [(ip1S
∗ + ip2S) mod x+ ip3]q mod p ∈ Zp.

S∗ = SS(t)

3.

(PP-TLFNNs)

3.1 TLFNNs
N , L, C

W (1) =
(
w

(1)
ij

)
N×L

g(x) = αx2+βx+γ W (2) =
(
w

(2)
jk

)
L×C

TLFNNs U =

(u1, ..., uN ) Z = (z1, . . . , zC)

Z = g(U ·W (1)) ·W (2)

k = 1, . . . , C zk
α, β, γ

zk =

L∑
j=1

g

(
N∑
i=1

uiw
(1)
ij

)
w

(2)
jk

= α

L∑
j=1

(

N∑
i=1

uiw
(1)
ij )2w

(2)
jk + β

L∑
j=1

(

N∑
i=1

uiw
(1)
ij w

(2)
jk )

+γ
L∑

j=1

w
(2)
jk

:= zαk + zβk + zγk ,

j = 1, ..., L

Aj :=

N∑
i=1

uiw
(1)
ij = 〈U,W (1)

j 〉

B
[k]
j :=

N∑
i=1

uiw
(1)
ij w

(2)
jk = 〈U,W (1)

j w
(2)
jk 〉

A := (A1, ..., Aj , ..., AL), B[k] := (B
[k]
1 , ..., B

[k]
j , ..., B

[k]
L )

zαk , z
β
k , z

γ
k

zαk := α

L∑
j=1

(

N∑
i=1

uiw
(1)
ij )2w

(2)
jk

= α

L∑
j=1

(

N∑
i=1

uiw
(1)
ij )(

N∑
i=1

uiw
(1)
ij w

(2)
jk )

= α
L∑

j=1

AjB
[k]
j = α〈A,B[k]〉,

zβk := β
L∑

j=1

(
N∑
i=1

uiw
(1)
ij w

(2)
jk )

= β
L∑

j=1

B
[k]
j = β〈1, B[k]〉,

zγk := γ

L∑
j=1

w
(2)
jk .

3.2 Packing
V = (v1, ..., vN ) Packing

Poly1(V ) :=

N∑
i=1

vix
i−1 (1)

Poly2(V ) :=
N∑
i=1

vix
(i−1)N (2)

(1), (2) U = (u1, ..., uN ),W
(1)
j =(

w
(1)
1j , . . . , w

(1)
Nj

)
W

(2)
j =

(
w

(2)
2j , . . . , w

(2)
Lj

)
VAj (x) := Poly1(U)(Poly1(W

(1)
j ))(t)

= Aj +

�n/N�∑
j=1

(0 · xjN ) + [other terms],

V
B

[k]
j

(x) := Poly2(U)(Poly2(W
(1)
j w

(2)
jk ))(t)

= B
[k]
j +

�n/N�∑
j=0

N−1∑
k=1

(0 · xk+jN ) + [other terms]

VAj (x), VB
[k]
j

(x) Aj , B
[k]
j

VAj (x) V
B

[k]
j

(x) VAj (x)

V
B

[k]
j

(x) .

〈VA[j]
(x), V

B
[k]
[j]

(x)〉 AjB
[k]
j . (3)
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3.3 TLFNNs
Enc(Poly1(U)) = (c1, c2) ,Enc(Poly2(U)) = (d1, d2)

VAj (x) V
B

[k]
j

(x)

(ĉ1,[j], ĉ2,[j]) :=
(
c1(Poly1(W

(1)
j ))(t), c2(Poly1(W

(1)
j ))(t)

)
= Enc(Poly1(U)(Poly1(W

(1)
j ))(t))

= Enc(VAj (x))

(
̂
d
[k]

1,[j],
̂
d
[k]

2,[j]) :=
(
d1(Poly2(W

(1)
j ))(t)w

(2)
jk , d2(Poly2(W

(1)
j ))(t)w

(2)
jk

)
= Enc(Poly2(U)(Poly2(W

(1)
j w

(2)
jk ))(t))

= Enc(V
B

[k]
j

(x)).

(3) [Wang 17a] AjB
[k]
j

(ĉ1,[j], ĉ2,[j]), (
̂
d
[k]

1,[j],
̂
d
[k]

2,[j])

zαk = α〈A,B[k]〉 = α
∑L

j=1 AjB
[k]
j

ip[k]α = α

L∑
j=1

InnerP((ĉ1,[j], ĉ2,[j]), (
̂
d
[k]

1,[j],
̂
d
[k]

2,[j]))

:= (ip
[k]
α,1, ip

[k]
α,2, ip

[k]
α,3).

ip
[k]
α,1 = α

L∑
j=1

ĉ1,[j]
(t)̂d

[k]

1,[j] ∈ Rq,

ip
[k]
α,2 = α

L∑
j=1

(
ĉ2,[j]

(t)̂d
[k]

1,[j] + ĉ1,[j]
̂
d
[k]

2,[j]

(t)
)

∈ Rq,

ip
[k]
α,3 = (α

L∑
j=1

ĉ2,[j]
(t)̂d

[k]

2,[j] mod x) ∈ Zq.

B
[k]
j = 〈(1, 0, ..., 0), V

B
[k]
[j]

(x)〉 zβk =

β
∑L

j=1 B
[k]
j

ip
[k]
β = (0, ip

[k]
β,2, ip

[k]
β,3)

ip
[k]
β,2 = β

L∑
j=1

̂
d
[k]

1,[j] ∈ Rq,

ip
[k]
β,3 = (β

L∑
j=1

̂
d
[k]

2,[j] mod x) ∈ Zq.

ip[k]γ = (0, 0, z[k]γ ).

zk = zαk + zβk + zγk

ip[k] = ip[k]α + ip
[k]
β + ip[k]γ := (ip

[k]
1 , ip

[k]
2 , ip

[k]
3 ).

ip
[k]
1 = ip

[k]
α,1 ∈ Rq,

ip
[k]
2 = ip

[k]
α,2 + ip

[k]
β,2 ∈ Rq,

ip
[k]
3 = ip

[k]
α,3 + ip

[k]
β,3 + zγk ∈ Zq.

3.4
5

Step Z[x]/(xn + 1)

n N n ≥ N2

Step-0 k = 1, ..., C

˜Poly[k]α = α

L∑
j=1

Poly1(W
(1)
j )Poly2(W

(1)
j )(t)w

(2)
jk ,

˜
Poly

[k]
β = β

L∑
j=1

Poly2(W
(1)
j )(t)w

(2)
jk ,

zγk = γ
∑L

j=1 w
(2)
jk

Step-1 U (1) , (2)

Enc(pk,Poly1(U)) = (c1, c2),

Enc(pk,Poly2(U)) = (d1, d2).

Step-2 (c1, c2) (d1, d2)

ip
[k]
1 = c

(t)
1 d1

˜Poly[k]α ∈ Rq,

ip
[k]
2 = d1

(
c
(t)
2

˜Poly[k]α +
˜
Poly

[k]
β

)
+ c1d

(t)
2

˜Poly[k]α

(t)

∈ Rq,

ip
[k]
3 = (d2

(
c
(t)
2

˜Poly[k]α +
˜
Poly

[k]
β

)
+ zγk mod x) ∈ Zq.

ip[k] := (ip
[k]
1 , ip

[k]
2 , ip

[k]
3 ) ∈ Rq × Rq × Zq, k =

1, 2, ..., C

Step-3

DecIP(sk, ip[k]) = zk (k = 1, ..., C).

Step-4 {zk}

zk∗ = max
k∈{1,...,C}

{zk}

U k∗

4.

4.1
3.4 Step

1 Core i7-7700K(4.20 GHz)

p = 32749× 32719× 32717× 32713

q = 296 − 232 + 1

n = 4096, s = 8.0

pi ∈ {32749, 32719, 32717, 32713}
p

216

3

The 33rd Annual Conference of the Japanese Society for Artificial Intelligence, 2019

2G3-OS-2a-03



1: Step (C : )

[ms]

(Step-0)∗1 2747.336× C

(Step-1) 8.561

PP-TLFNNs (Step-2) 10.549× C

(Step-3) 0.332× C

2:

Satellite 6435 36 6

Australian 690 14 2

German 1000 20 2

Step-0

PP-TLFNNs

Satellite

C = 6 63.294 [ms]

1.992[ms]

4.2
UCI Machine Learning Repository

[Dua 17] 3 Satellite

Statlog (Landsat Satellite) Data Set Australian Statlog

(Australian Credit Approval) Data Set German Statlog

(German Credit Data) Data Set

2

0, 1

ReLU

ReLU

[−30, 30]

5

Sigmoid ReLU

PP-TLFNNs 3

3 PP-TLFNNs Sigmoid ReLU

TLFNNs

5.

∗1

3: PP-TLFNNs

TLFNNs
PP-TLFNNs TLFNNs

Sigmoid ReLU

Satellite 0.871 ± 0.016 0.899 ± 0.027 0.900 ± 0.023

Australian 0.857 ± 0.041 0.875 ± 0.028 0.875 ± 0.039

German 0.741 ± 0.020 0.774 ± 0.026 0.778 ± 0.036
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