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In this paper, we propose a learning method for a machine language instruction sequence which is difficult to
prepare a large-scale data set, e.g., packer classification. We used the learning result of the compiler classification
which is easy to prepare a large-scale data set. Our examination result shows that it is possible to classify with
accuracy of 92% even if only 10 samples of each class are gathered in 30 class classification.
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1: Number of elements in each of our datasets

Label Compiler Arch. Opt. File Code

Program

VC2017

32bit
None 1,170 369,605

Max 1,147 255,143

64bit
None 1,456 540,568

Max 1,242 542,020

VC2003

32bit
None 1,350 292,277

Max 1,306 270,743

64bit
None - -

Max - -

GCC

32bit
None 2,111 227,004

Max 1,844 239,821

64bit
None 1,582 283,276

Max 1,580 287,775

Clang

32bit
None 1,205 101,024

Max 1,196 86,521

64bit
None 1,892 332,278

Max 1,883 246,500

ICC

32bit
None 1,761 1,494,677

Max 1,724 1,161,499

64bit
None 1,796 1,419,705

Max 1,728 1,046,958

Others 130 912,958

Total 28,103 10,110,352

VC∗4, GCC∗5, Clang∗6,
ICC∗7

VC2003 32bit

64bit 32bit

L

1 L = 16

Others

rtf doc docx pdf 4

VirusTotal∗8

L

Others

L = 16 19 28,103

10,110,352

Program

3.69 Others 2.38

10 ×L÷ 16

L = 16 19 190

epoch 50

∗4 Microsoft Visual C++: 2003 and 2017
∗5 the GNU Compiler Collection: 6.3.0

∗6 a C language family frontend for LLVM: 5.0.2
∗7 Intel C++ Compiler: 19.0.0.117 Build 20180804
∗8 https://www.virustotal.com/
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3: . (Num.): , (P): precision, (R): recall, (NaN): PEiD .

Num. PEiD SVM (L=16) (L=8) (L=4)

No. Class (1) (2) P R P R P R P R P R

1 Unpacked(64bit) 475 432 NaN 0.0 100.0 99.8 99.8 100.0 100.0 99.6 100.0 99.8

2 Armadillo 4.00.0053 203 203 100.0 99.0 98.5 100.0 99.0 100.0 98.2 100.0 99.0 100.0

3 MoleboxPro 2.6.4 203 195 100.0 99.0 100.0 100.0 99.1 100.0 99.5 100.0 100.0 100.0

4 Themida 1.8.5.5 195 194 100.0 99.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

5 PESpin 1.330 194 191 100.0 99.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

6 obsidium 1.3.5.4 191 188 NaN 0.0 100.0 100.0 98.0 100.0 99.5 100.0 99.0 100.0

7 ASProtect 2.100 188 185 100.0 98.9 100.0 100.0 99.5 100.0 99.5 100.0 100.0 100.0

8 yoda’s protector 1.020 194 170 100.0 98.9 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

9 Unpacked(32bit) 212 165 98.1 89.4 95.3 94.7 96.8 93.8 95.7 94.3 96.3 95.3

10 obsidium 1.4.5 165 143 NaN 0.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

11 nPack 1.1.300 201 141 100.0 11.2 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

12 eXPressor 1.5.0.1 182 139 NaN 0.0 100.0 100.0 100.0 100.0 100.0 100.0 99.5 100.0

13 ASPack 2.12 194 127 100.0 98.6 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

14 PECompact 2.64 201 126 100.0 98.4 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

15 Unpacked(32bit&.net) 144 122 100.0 95.2 100.0 99.2 100.0 98.6 100.0 98.6 100.0 98.6

16 NsPack 3.7 203 116 100.0 98.4 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

17 RLPack 1.2 200 116 NaN 0.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

18 FSG 2.0 203 111 100.0 99.1 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

19 UPX 3.08 194 99 97.4 99.1 98.2 99.1 99.5 100.0 99.5 100.0 98.5 100.0

20 ASPack 2.11 147 99 100.0 98.0 100.0 100.0 99.3 100.0 96.9 100.0 100.0 100.0

21 Mew11SE 1.2 189 88 100.0 98.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

22 ACProtect pro 1.32 88 75 98.7 87.5 95.6 98.9 87.1 92.1 88.8 92.2 92.8 97.8

23 WWPack32 1.2 108 64 100.0 98.7 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

24 AntiCrack 1.32Pro 64 64 NaN 0.0 100.0 95.3 91.0 77.9 90.1 81.4 98.6 90.7

25 PETITE 2.2 90 63 100.0 95.2 96.8 96.8 98.2 97.8 99.0 97.8 99.0 97.8

26 exe32pack 1.4.2 97 62 100.0 96.8 100.0 98.4 100.0 98.9 100.0 98.9 100.0 98.9

27 tElock 0.98 74 55 100.0 98.2 100.0 100.0 98.9 100.0 98.9 100.0 100.0 100.0

28 PKLITE 32 20 20 100.0 85.0 90.0 90.0 93.3 90.0 91.7 90.0 93.3 90.0

29 Upack 0.39 201 10 100.0 90.0 100.0 100.0 96.7 97.0 97.1 97.0 97.2 96.5

30 WinUpack 0.31beta 197 - - - - - 97.1 95.3 97.0 95.4 96.6 95.9
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