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Efficient learning in machine language instruction sequence classification by transfer learning
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In this paper, we propose a learning method for a machine language instruction sequence which is difficult to
prepare a large-scale data set, e.g., packer classification. We used the learning result of the compiler classification
which is easy to prepare a large-scale data set. Our examination result shows that it is possible to classify with
accuracy of 92% even if only 10 samples of each class are gathered in 30 class classification.

1. FL®IC

BREEEIBWT, FkE R EOEFNTI AL 57—
Xy MHPEEZERD 1 DEINTWS, @EDHELX DRI
T, 77 ANVOERKE»SETI— % 99%LA EO KSR TREHK
T&5Fik (o-glasses) ZHFE L7 [Otsubo 18]. ZDFEIE
AT — B % x86/x86-64 FEA7ra— R e AL, TnzEER
MAICEMLU7ZH D% 1d-CNN IZAHLTW5S. CNN OfF
A58 & At ﬁ@&ﬁ&%lﬁﬁmﬁ’ﬁ%éﬁézt
T I E WIRENETHINT WS, BEOHEIIEWTIZ,
F =T — A SHEEE A ﬂ%i&?éctc;bmﬁ%

WCRBIE R T — Ry N 2T L5203 TEZ. LML
BIRS, YU TN EREICEDEZENNETH-720, £
SNz UTHIEMER T UG I AREETH - 720, BIFEIZIE
KHCKRI e T — R 2w b &R TERVRIES S < FE
T 5.

Z ZTHXIE, BWEEG A OO T AR T —
Ry b RS 2 2 B REER ST ORBEIZOWT, EEF
BAEWGHT 2 Z L2 & DRRINZEET B FEEERET S, A
WX T, TRty N OB LSRR B E LT
Xy H—HEE RN TR E T 572, TORR, &2 FAT10Y
VTN UDPEMTERWGEEIZBEWT Y, HIRIE S I R
a% Ry FNHEMTE D a1 SHEMEDOT — &2k v

DFEFERZESFETHI L T30 7 T AT 92.0%D
Accuracy THHETEL WS N o7, ThiE, B

HEERAWGRWGE L HEBELT 1L.T%DER ETH - 72,

REFEE, BEFELAREDOT—Xty M2UEfFTES

BIIERBEOMERENMFONS. AT, +HIZTF—XEv b
ZHEM T E WG TIE & 0 BOIERELE 5 5 Al etk
MHb. TD=d, REFEIMAAFIE X O 2RI #H
RETHBEEZILNSD.

2. FlEmH

2.1 /Xy h—
Nyh—eld, 705 hzvFr 2 (5L EM)

TBHY TN ZTY—NVORIMTHSE. w7 zT7 D% LI

HHMIRAT 1 ZUFET B 7-002, Ny F v r e w S Eilix

g K4, AilE, R, EEEES, Fax &S, 1A
7 RUVARE
x1 YA TEREEIRLZ AL, TusSIvsa—- Kol

W13 % b

PENY &
EElOR A7 D%

PENy X
a—Fwsvav

Ry FvTENT
7077 L

F—Rtoav

VOZAVE D274

T TRy ERYITLT
I—F

TN aVICEEAR EIT

M 1: UPX THRw X vl a3n=7ua2r5.07 71 VG E
25T

WTW5b. ZD70, filiz 3 280%, irEiZ Sy ¥
V= )VOREERELTrS, RvF VT2 RT 57200
FIEEHZEZ, <~ V7T AKOI—F (AR, AV VFILa—
R) 2 U hidse 57200, & 512, UPX[Markus 96] X
Themida[Oreans Technologies] 72 £ DNy 1 —Z i 572
FTCINT 2Ty F U ITHIEMNTES. 20D, K
BEOHHIZIZIER\. MAT, %< OFED /Ny 71—
WLTWE7ZD, BTN T TIZHLTED/ Y B —hiH
I NTh i?}bﬁ:?ﬁiﬁﬁ%ﬁ’c AR IX 5 D & 72\,
ZD7, HEDZCIMHINT NSy h—DRER T v
Ny Fvr7E2LRITNERSKRN. 22T, Ny h—0OHE%
HEIICRE T2 Z e cani, AV YFLa—Rz2H0D
HT E T2 FHEPEIRTE, EFoshR/ILIZDR25.
/o, AVYVF V- REEBTHIET Y = VOERIZE D
RN DAHENED D B .

Ry H—@FREOTa TS L% vF 7L, THIZT Vv
Ny FVIN—F U E2MNTE. ZOT Vv F U ITN—F
2D, HAMEKROETLAREE R >T0W5S, #le LT
UPX TRy F o 73xnN=70r 5007 74 Vi ZM 112
AT, UPX TRy F v 7EN=70s 7 0h0%, PEAY XL
T rvay, Xy IZINEAVIFILVTOAT TN, T
VR XV ITN—F VTHERINT WD, T T LADETI
nNade, 7R FRUIN—FURRICETEN, NvFr T
NI I LEmT Ry FUIL, ATV LIZENT 5.
TR FUTINEAVYFALTAT T AFEDE TV gy
IEEAENE, EfTEhb.

UPX EFEEICHM B Ny H — 7 A, Themida *



2P3-J-2-04

The 33rd Annual Conference of the Japanese Society for Artificial Intelligence, 2019

ASProtect[StarForce Technologies Ltd.] 7% & 1% # ¥ 72
NyXvZT7NVITYVXLEBELTED, RyF U cMigs
NIy =2 &Y Ta 75 L0HEFHRL->TL 5.

ESPELTIE

Ny —HEEIC & L fFHbNbY =)L & LT PEID *? % 1)
505, PED IFHEFITEVEET Yy A—2RHTE LD
D, XNR=VUIvF VT 2HNTWBI N6, HRAEEH
ATV T3 F v DIERIZ TR D02 Bz, 732 F v 3 EHE
IR BIEAD D D, £z, LWy H—ITHIGT B 7Dz,
FLWASYy H—HDOY 72 F ¥ DIERIZ T TRL, BEDOY S
FF Y EBETIHELH D, MEOHRHIZI A NEPNS.

FRL DR A fRR T B 72 DR & 28y T — I
DWT, BRABRIFENREINT WS, ZOHTAIR L ixd Bl
DFENE DIZFIRS DFIE [Isawa 14] TH 2. FHROE, 7
0s I LDy MRS Y MG (EP) 123y 71— DR
BRHEND L EZ, EP S 151 DAL F VT —X %
SVM TH#EXE7/-. 26 fHD Ny h—& 3Dy F 7
INTWRWTT T T LADE 29 75 A% AT 4,000 DY~
TN EAWZERTIE, 99.46 % &\ 5 EFIZHE Accuracy
THETED I LRI NT VS,

3.

4. o-glasses

Z DT, #EITH L DHEE L 72 o-glasses[Otsubo 18] 12
DWTHRS. ZOFHIE, ANT— X% x86/x86-64 EAT
I—RNeARL, INEEEEMBIZEBRLUZEDEBEAL
H=a—F )y b7 —2 (CNN [LeCun 89]) (ZATILTW
%. CNN a3 & BAMAE O A% [EE K412
HXEZZ 2T, 73— FONHED 99% &\ k5 TR
IhTWab.,

AST =K%, 2048bit fHELHIT, 128bit [EE K4y iz 2
INEEFI-NE1I6@ane LTWa. 1EHIX 1d-CNN
T, JA4NVEYA X% 128, A LTI R%Z 1282 L, 1 @55
DRISZEEZEHE LTS, I F v 32 VOES X
96 TH5. 2f@HH 1d-CNN T, 74X H¥ o1 X% 2, Ab
SARK%EL FYURLDEIE2B6ELTVWS. ZOREIZK
D, 2 00mBHOBEGROREEESZ 2 fFLTWS. 3
~5 E@HIEEEET, / — NI 400,400, n & LTW5. Z
ZT, nZNHETEIITIATHD. £/2, 3~4BHD AN
HaZiE, xy N7 —=20FETav Ak L @EASEE
#{td 5720, Batch Nomalization[loffe 15] ZH(H A#LTW
%, g OEMEEBUE ReLU %, HiHEOEELEESUIX
Softmax BIEZiHL T\W5.

ZOFEE, ETI—-RhErORBEMIEE ST, ey
AT E 2 REED D 5. IR, ZOFEEZAVTEST
I—RZERLEZI VAL TOHETEENERETo/Z L
A, AV TOFE, NRT—FT 7 F v, L)L
HD 15 7T ARFIZOWT, 16 @mAaE Wy a—RlFh» 5
95% A EOKEETHIETE D Z e MERE N T WS [KIT 18],

5. REFZE
KM THE, Ny H—DEEFEL LT, BHRS DT

[Isawa 14] & FERIZ T 12T LD EP IZHNE 11T\ % BEbEEE
MAFNCE AT 5. BRWICIE, EP 2idi 2 LT LIEOGM

%2 DN —Y 3 0.95 (FIRD Web H 1 bS5 X T v a— Rl
B : https://www.softpedia.com/

1. Train on o-glasses

T
128-bit
Length

Instructions|

L
> x86 [

o-glasses
Convert

2. Small dataset: feature extractor Train this
1

k 2

r
128-bit
Length

L

&5 Fca

1 U:400

FC3
U:400

Y "
Convert hd

B 2: FEETEDOME

SR ANT—RE LT oglasses (ICABL, Ny h—HEET
5. 2D EP OMEEMBINIEH U2y A—HEE, §ind
DAV FTHE LU TEFEHAT — X2y bOFERIZD
WCHED D L. AV FHEEDLGE, 1 DD BT T LI
GEENDIEWENTITARATET Xty MIHARD D720
T—Xt v NOXBBAIIEA TH D, —F, EP O¥MGE
BINZER Uy h—HEEDIGE, 12078275 Lh 5 4E
RCTEBZY YTV DEFTHS. MAT, BEHEIMHEH
LTWENRY I —DAFEVPRELRGEDNHD. TDHE, EE
ODHETHRI NIV T =TTV TIVEERTEZ L L
w5, RN TO T AL HIRL TV 2 T DATFIERLD
WHtThHDZ s, T—X2y ORI LIZEIZNEEZ
DEib.

% 2 TH~IF o-glasses DFHE 7 = — A THBFEE 217 5.
T EEIE, HBHEHTHYE 2T TIVE B OIS E
SELEHDOZ e THY, DRNT— X THEDEWEERR
ERLIENTELLWVWI A Y "B L. REFEOMEZ
X 2 1Z3R9.

BARKZIEL FORIETEE %2175, £91E, o-glasses D
3y N7 =2 2RTaAVRA FHERDOT— X2y hEHWT
FEELTS. BLFZOEFEALY N T =21, BUNORH
EFHUTWAZ 2L TVWAS.

e 1/EH® CNN T 1 @443 DR =E DAL
e 2JHHD CNN T 2 DOm0 %132
o 705 LY UTHKILT B aaslhnah ozl

ZOFEFEAXY NI - DFE 1 EEHE 2 @D CNN IZH T
BHEA (NTRA—R) ZEEL, Ny I—HEHOT XY
FDFEEITS. Ny A—HERDOT -2y MEavs(F
HEHOT —XEy b EHIELU CTHFEITNEELRLDTH S
W, WHEEEHWD Z & CHIRIICEE 2175 2 e IR
ns.

6. FT{MEER
HETFEOANEETMT 2720, UTFOTFIECERE T

>77.

6.1 AVNRASHERDT—Yty ML 2EEE

AV SHEHOTF -2ty hOMEEZE 1 IZRT.
DF =Ry ML, A=T UV —ADSHTENET L 2N
TE, KR T =22y M2RBIERTE 5. BARRIZIX
UTOFIETHELL -, GitHub™® ETA—7>v Y —2Y 7 b

-
—

*3 https://github.com/



2P3-J-2-04

The 33rd Annual Conference of the Japanese Society for Artificial Intelligence, 2019

3% 1: Number of elements in each of our datasets

Label Compiler  Arch.  Opt. File Code
— Nome | L170 369,605
- 320 Max | 10147 255,143
oany Nome [ L1456 540,568
Max | 1,242 542,020
— Nome | 1,350 292,277
Ve003 3D x| 1306 270,743
. None - -
64bit
Program Max - -
& soby Nome | 2111 227,004
ace Max | 1,844 239,821
64bi None 1,582 283,276
1 Max | 1,580 287,775
 Nome | 1,205 101,024
a 32 | 1196 86,521
ang oany Nome | 1802 332,278
Max | 1,883 246,500
- None 1,761 1,494,677
Loc 3t x| 1724 1161499
oany Nome | L796 1419705
Max | 1,728 1,046,958
Others 130 012,058
Total 28,103 10,110,352
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Microsoft Visual C+4: 2003 and 2017

the GNU Compiler Collection: 6.3.0

a C language family frontend for LLVM: 5.0.2
Intel C++ Compiler: 19.0.0.117 Build 20180804
https://www.virustotal.com/
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£ 30 7T ANEEE. (Num.): %> 7VEL, (P): precision, (R): recall, (NaN): PEiD 23R3IGEDH .

Num. PEiD RS SVM | 2EFE (L=16) | REFIE (L=8) | IREFE (L=4)
No. Class 1 (@ P R P R P R P R P R
1 Unpacked (64bit) 475 432 | NaN 0.0 | 100.0 99.8 | 99.8 100.0 | 100.0  99.6 | 100.0  99.8
2 Armadillo 4.00.0053 203 203 | 100.0 99.0 | 98.5  100.0 | 99.0 100.0 98.2  100.0 | 99.0  100.0
3 MoleboxPro 2.6.4 203 195 | 100.0 99.0 | 100.0 100.0 | 99.1 100.0 99.5  100.0 | 100.0  100.0
4 Themida 1.8.5.5 195 194 | 100.0  99.0 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
5 PESpin 1.330 194 191 | 100.0  99.0 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
6 obsidium 1.3.5.4 191 188 | NaN 0.0 | 100.0 100.0 | 98.0 100.0 99.5  100.0 | 99.0  100.0
7 ASProtect 2.100 188 185 | 100.0  98.9 | 100.0  100.0 | 99.5 100.0 99.5  100.0 | 100.0  100.0
8 yoda’s protector 1.020 194 170 | 100.0 98.9 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
9 Unpacked(32bit) 212 165 | 98.1 89.4 | 953 947 | 96.8 93.8 95.7 94.3 96.3 95.3
10 obsidium 1.4.5 165 143 | NaN 0.0 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
11 nPack 1.1.300 201 141 | 100.0 11.2 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
12 eXPressor 1.5.0.1 182 139 | NaN 0.0 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 99.5  100.0
13 ASPack 2.12 194 127 | 100.0  98.6 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
14 PECompact 2.64 201 126 | 100.0 98.4 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
15  Unpacked(32bit&.net) 144 122 | 100.0 952 | 100.0  99.2 | 100.0 98.6 100.0  98.6 | 100.0  98.6
16 NsPack 3.7 203 116 | 100.0 98.4 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
17 RLPack 1.2 200 116 | NaN 0.0 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
18 FSG 2.0 203 111 | 100.0 99.1 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
19 UPX 3.08 194 99 | 974 99.1 | 982  99.1 | 99.5 100.0 99.5  100.0 | 98.5  100.0
20 ASPack 2.11 147 99 | 100.0 98.0 | 100.0 100.0 | 99.3 100.0 96.9  100.0 | 100.0  100.0
21 Mew11SE 1.2 189 88 | 100.0 98.0 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
22 ACProtect pro 1.32 88 75 | 98.7 87.5| 95.6  98.9 | 87.1 92.1 88.8 92.2 92.8 97.8
23 WWPack32 1.2 108 64 | 100.0 98.7 | 100.0 100.0 | 100.0  100.0 | 100.0  100.0 | 100.0  100.0
24 AntiCrack 1.32Pro 64 64 | NaN 0.0 | 100.0 953 | 91.0 77.9 90.1 81.4 98.6 90.7
25 PETITE 2.2 90 63 | 100.0 952 | 96.8  96.8 | 98.2 97.8 99.0 97.8 99.0 97.8
26 exe32pack 1.4.2 97 62 | 100.0 96.8 | 100.0  98.4 | 100.0 98.9 100.0 989 | 100.0  98.9
27 tElock 0.98 74 55 | 100.0 98.2 | 100.0 100.0 | 98.9 100.0 98.9  100.0 | 100.0  100.0
28 PKLITE 32 20 20 | 100.0 85.0 | 90.0  90.0 | 93.3 90.0 91.7 90.0 93.3 90.0
29 Upack 0.39 201 10 | 100.0 90.0 | 100.0  100.0 | 96.7 97.0 97.1 97.0 97.2 96.5
30 WinUpack 0.31beta 197 - - - - - 97.1 95.3 97.0 95.4 96.6 95.9

% 4: o-glasses (T8 1T 27 H O G I ERAE R

Accuracy
S 10 20 40 80  MIBRZAL
TR EHD | 920 958 97.3  98.2 99.2
L | 903 943 98.0  98.2 99.1
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