Extended Abstracts of the 2010 International Conference on Solid State Devices and Materials, Tokyo, 2010, pp794-795

Time dependent analysis of the applied voltage operation
for ensuring 10-year lifetime with SiN MOSFET noise source device

Mari Matsumoto, Tetsufumi Tanamoto, Shinichi Yasuda, Ryuji Ohba and Shinobu Fujita

Advanced LSI Technology Laboratory, Toshiba Corporation
1, Komukai-Toshiba-cho, Saiwai-ku, Kawasaki 212-8582, Japan
Phone: +81-44-549-2192 E-mail: mari.matsumoto@toshiba.co.jp

1. Introduction
The increasing importance of high-quality random
numbers reflects rising demand for network security sys-
tems. Embedded “physical” random number generators
(RNG) are required for widely used SoC devices, since
risks of the side channel attacks are increasing [1]. The
need for a RNG capable of generating unpredictable ran-
dom numbers has recently emerged. We have studied a
physical RNG with SiN-MOSFET noise source devices
(Fig.1). Structurally, the SIN-MOSFET RNG is similar to
the MONOS memory device, and the different part is a
very thin tunnel oxide layer (0.7nm), as shown in Fig.1. In
accordance with electron injection/ejection in many local
traps through the thin tunnel oxide, a large conductance
change in the transistor naturally appears as a large I fluc-
tuation. Using this device, we have realized a high genera-
tion rate RNG with a small circuit [2], as shown in Fig.1.
However, ensuring long-term device reliability has been
challenging as the MONOS memory, because the device
has many local traps and electrons are injected/ejected fre-
quently.
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Fig.1 Concept and schematic of device structure.
Gate length L=0.11um, gate width W=0.18um.

In this work, we have analyzed long-term change in de-
vice characteristics of the SIN MOSFET noise source from
short-term experimental data and clarified how to ensure
reliability over 10 years
2. Analysis of short-term measurement results

SiN-MOSFET with 0.18um channel width was fabri-
cated based on 40 nm CMOS process. Figure 2 shows an
overview of measurement conditions. It should be noted
that ON-time, #,,, and OFF-time, t,5 (Fig.2) for applying
voltage pulse to SIN-MOSFET can be more widely selected
by changing usage conditions of RNG compared with
MONOS memory. Typical ¢,, is one to several seconds and
typical pulse time (=t,, + f,;) is 5 to 100 sec. Figure 3
shows measurement results on /, reduction as a function of
total operation time for applying pulse with different pulse
duty ratios. In each pulse duty ratio, although 7, decreases
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Fig.2 Overview of measurement conditions. The pulse
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Fig.3 The Time dependent I, for (a) ¢,,=2.5s and (b) #,,=1s.
Longer t,;leads to gradual /), reduction. V), and V; at on time
are 1.5V and 2.5V, respectively.

with increasing total operation time, tunnel oxide brea
kdown was not observed in I, characteristics. This indi-
cates that as the OFF-time, #,5 increases the reduction rate
of Ip decreases for the same total operation time. From the
similarity to MONOS memory, it is thought that the origin
of long-term change in [ is gradual V), shift caused by
electrons trapped in deep level traps of SiN.
3. Long-term change in device characteristics

To preclude trapping of electrons at deep levels, the ap-
propriate conditions for device operation should be clarified.
We have compared these measurement results with similar
characteristics of MONOS, where increase of traps in tun-
nel oxide layer shifts threshold voltage (7;,) largely and, as
a result, decreases I [3, 4]. Since Ip reduces logarithmi-
cally with V7, shift as the time based on a conventional
MOSFET model, it has been found that 7, can be fitted by
Iy/Ip(initial)=a{log(f)}+b with every t,,, where a and b are
constant and the ideal @ and b is 0 and 1, respectively. Fig-
ure 4 shows the fitting graphs of the reduction rate,
b-Ip/Ip(initial), as a function of f,4/t,,. This result shows
that shorter ¢, leads to smaller I reduction for the same
total operation time, even if the t,4/1,, is the same. By de-
termining the parameters, a and b, by fitting experimental
data to the above equations, it is possible to predict the 7
after 10 years under various usage conditions (under an
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Fig.4 Approximate line I reduction rate in Fig.3 for (a)
t,,=2.5s and (b) ¢,,=1s. Curve fit results of /5 in
Ip/Ip(initialy=a{log(t)}+b from each t,, and t,. I, reduction
rate increase logarithmically. ¢ is Total operation time.
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total operation time per day
is 100s.) When ¢,, =1s, the
Ip/Ip(initial) did not reduce
in each case, whereas, when
t,,=2.5s and Nc=1000, there was a 35% decline in
Iy/Ip(initial). Fig.6 (b) shows [Ip reduction rate after 10
years’ usage versus N, which is estimated by Fig.6 (a).
Since 10% reduction in /p is acceptable considering the AD
converter performance, f,,=2.5s and less than 1000 cy-
cles/day are requirements for 10 years’ reliability for the
RNG.
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Fig.6 (a) Time dependent /j, reduction rate. Ip/Ip(initial)
=a{log(t)}+b =a{log(Nnt,,)}+b, where n is number of days
using the device. (b) cycle/day dependent 7, after 10 year
(n=3650) reduction rate.

4. Influence of applying voltage on long-term change

t has also been found that higher voltage leads to larger
Ip reduction in Ip-V; characteristics and lower voltage ap-
plication is preferable(Fig. 7(a), (b)). This means that
electrons easily trapped into deep level traps in SiN when
high voltages are applied to the SiN-MOSFET, which is
consistent with results of MONOS. Although the noise
power decreases with decreasing applied voltages, it has
been already confirmed that applied voltages (Vp=1.5V,
V¢=2.5V) are acceptable for RNG performance [2].
5. Usage conditions to reduce dispersions

In addition, we should consider the dispersion of device
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Fig.7 Ip-V; characteristics after applying 20000 cycles.
(@)Vp=1.5V, V=2.5, (b) Vp=3V, Vz=3V. Larger V' and V
lead to larger V;, shift.
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Fig.8 Dispersion of (a) Ip and (b) noise power P, with z,,=1s
to 5s, 7,;790s to 300, shorter ton leads to smaller dispersion.

characteristics so as to preclude electron trapping at deep
energy levels. Figure 8 shows dispersion of I, and noise
power P, versus pulse duty ratio. We clarified that the
smaller pulse duty ratio leads to smaller dispersion of I
and P,. From the viewpoint of not only device lifetime but
also dispersion, smaller duty ratio, &/t is preferable for
SiN-MOSFET based RNG.
6. Conclusions: Conditions for long-term reliable
SiN-MOSFET based RNG

We have theoretically evaluated long-term change in
device characteristics of SIN MOSFET from device meas-
urement data on short-term change. It has been found that,
to improve the endurance, it is necessary to preclude elec-
tron trapping at deep levels by shortening ¢,,. Detailed con-
ditions for 10 years’ reliability are #,,<2.5s, N¢<1000 times,
Vp=1.5V, V=2.5V. For t,=2.5s, 5M bit random-numbers
(RNss) are generated per one cycle, since the generation rate
of our RNG is 2Mb/s. These random-numbers are tenta-
tively stored in resistors and used for CPU or security lo-
gics, as shown in Fig.9. For Nc=1000, 5G bit RNs are to-
tally generated per day, which is sufficient volume for gen-
eral usage of RNG.
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Fig.9 Concept for generating random numbers.
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