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Abstract conditions and different technology nodes the fagnirate could be
A stable and reliable physically unclonable funct{®UF) implemented well-controlled by the applied voltagéBig. 5a). Applying multiple constant
with resistive random access memory (ReRAM) is gmtexd. This robustforming pulses when approaching the target couldhéu fine tune the
ReRAM-PUF uses initial resistance state and sé&tteexe state to realizeforming rate effectively(Fig. 5b). It is promising that ReRAM-PUF with
excellent stability and wide read margin, elimingtbit flipping problem small contact size and suitable thickness of switghayer can be applied to
at very high temperature (up to 26(. These two stable resistance statasvanced CMOS technologies.
enable stable operation at automotive environmieata -40C to 125C Resistive ranges of 64 bits memory cells showedtifig read margin
without need of temperature compensation. The randomness of PUFbetween set state and initial state after the IBegtion. We chose a fixed
can be achieved by implementing a proposed ID-geioer method. Most threshold (TH) of 700K-ohm to distinguish data @atata 1(Fig. 6). The
suitable forming condition can move 50% of the £étl low resistanceresulted bit map after SET operation representedR ID in binary code and
state and the remaining 50% remain at initial highistance state. Thecould be translated to hexadecimal c@Big. 7). For uniformity evaluation,
features of uniqueness and high reliability wengegimentally verified by the occurrence counts and probability for the f&dits response from 16K
Hamming Distance (HD) evaluation and temperatuesses. The numberdifferent 64-bit codes on a 1Mb test chip were yred (Fig. 8). The uniform
of reproduction was measured to exceeftifies with 0% bit error rate occurrence probability originated from the intrmsandomness of ReRAM
(BER) at read voltage from 0.4V to 0.7V. was shown. A ReRAM cell of the PUF after SET oferatvas examined by
Introduction a high-resolution TEMFig. 9). It showed that the filament was hard to detect
Physically unclonable function (PUF) is used agihare security key by an invader. Therefore the ReRAM-PUF can providg security.
to achieve authentication. Every PUF based onnisitriproperties needs Performance of the ReRAM-PUF
to be highly unique and robust. Performance of RHifr be evaluated by The PUF-array can be enlarged from 64 bits to 1S for strong PUF
Hamming Distance (HD), i.e., the inter-HD is forigueness and intra-HDapplication. The plentiful read margin with bestdamness of data 0/1 was
is for reliability [1]. Several kinds of PUFs wereported to improve thealso demonstrated in 1Kb responses (PUF cogg) 10). The uniformity
security level compared with conventional non-vildainemory solutions. distribution of 1kb responses with data 1 implerednon a 1Mb array was
However, these PUFs suffered high bit error ratestd the thermal noisemeasured. The distribution was centered at 48.84i% Vow standard
voltage variation, and other aging effects [2-4]. deviation ¢) of 2.96% when optimized forming condition was kexb (Fig.
The small cell size of ReRAM makes it a good caattidfor PUF 11a). The inter-chip HD for uniqueness was also evaldlaThe distribution
application. The undesirable variability of ReRAMutd be utilized as anwas centered at 50.04%, very close to ideal vafug0®6, and the standard
original source of randomness. Previously, usinB&Rd’s high resistance deviation was 1.62%Fig. 11b). Resistance range of 1K-bit memory cells
state (HRS) or low resistance state (LRS) to geeechip identity was under different temperature from -@0to 125C showed excellent stability
used as the ID-generation method in PUF. HRS isemdecause of itsand the inset exhibited 0% failure rate with reattage from 0.4V to 0.7V
wider resistance distribution from the random namirReRAM variation. (Fig. 12). The robust retention after baking at Z50for 65hrs was also
The most critical problem in HRS based PUF is seribit flipping issue demonstratedFig. 13). The bit mappings showed 0% BER before and after
under different magnitudes of reading voltage fiation and the baking(Fig. 14). Based on measured averaged resistances of vemst ¢
temperature/aging effect [1]. The LRS based PUFibitdd good tail bits from 0.001% to 0.05% in 1000 1Kb code2a4€6C over about 65
performance in automotive environments, but stibeds complex hours, we predicted that a retention of 10 yea318iC was possibl€Fig.
temperature compensation to reduce its bit erter(BER) [5]. 15). The number of reproduction (read) at differenddrevoltages were
This paper reports a error free ReRAM-PUF withatglle resistance confirmed to be more than 18mes with 0% failurdFig. 16). Inter-PUF and
states by a specific ID generation method whictbksahigh uniqueness.ntra-PUF evaluations with unlimited separationHid were carried out to
Furthermore, it needs not use any error correctode (ECC) to show good uniqueness and robustness of the ReRAM{Flg. 17). The
compensate for noise induced data instability angagegradation. intra-PUF HD is the relative HD between the respsnaeasured on the same
ReRAM -PUF Sructure and Operation PUF chip at various times under varying conditiombe worst case of
The PUF was implemented with a Wiiased ReRAM technologyig. intra-PUF was considered in this case. The ideaBER for intra-PUF was
1). The WQbased switching layer was formed on a W plug anBHW achieved successfully even the ReRAM-PUF was utigecorner operation
was deposited as top electrq@iég. 2). To generate reliable PUF-ID withconditions. The measured results of our ReRAM-PUiowed good
highest randomness and bias/temperature/aging bititfia a novel performance and high security compared with othaslished PUF devices
FORM+SET operation was proposed based on the ReRching (Table.l).
mechanism. The cells successfully formed can becsdbw-resistance Conclusion
state due to the creation of conductive filame@#s)(of oxygen vacancies. Using a unique ID-generation method, our ReRAM-RidR provide two
On the other hand, the cells not being formed aatrbe set to LRS andreliable resistance states with high read marginrébust PUF application.
therefore stay at initial high-resistance s{&tig. 3). The operation flow to The excellent PUF performance including high unipss and robust
generate the PUF-ID suitable for mass productioshswn in(Fig. 4). reliability without error correction code was presal in this paper. The
Successfully-formed bits and not-formed bits a@teced in an array afterReRAM-PUF is suitable for secure ID generation ansumer, enterprise,
applying a meta-forming pulse condition due to taadom nature of automotive, and military products.
ReRAM. After the forming operation, a set pulse wagplied to all cells References
and the robust ReRAM-PUF ID was generated withahiiRS cells and [1] A. Chen,|EDM Tech. Dig., pp. 265-268, Dec. 2015.
LRS cells. These two reliable resistance statesibagll excellent [2] S.K Mathew et al.SSCC Tech. Dig., pp.278-280, Feb. 2014.
immunity against automotive environment. Most <lga forming [3] J. Li et al.,VLS Tech. Dig., C250-C251, Jun. 2015.
condition can move 50% of cells to LRS, which pdms the best[4] A. Alvarez et al.] SSCC Tech. Dig., pp.256-257, Feb. 2015.
randomness and eliminate the chance of duplicafiba.forming rate can[5] Y. Yoshimoto et al.VLS Tech. Dig., pp.198-199, Jun. 2016.
be controlled by the forming voltage to get highdsgree of randomness
(which is at 50%). We demonstrated that under wiffe process
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