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Abstract 

This paper presents an information leakage sensor 
against a Laser Fault Injection (LFI) attack as one of the 
most powerful physical security threats on cryptographic 
processors. Distributed sensors built in a cryptographic 
processor measure laser-induced opto-electric bulk cur-
rent density. A time-interleaved operation of the distrib-
uted sensors array together with the sensor sensitivity tun-
ing provides information on position and strength of the 
injected laser beam. A partial bit information at a risk of 
secret disclosure can be thus detected. Test chip measure-
ment in 0.18µm CMOS successfully demonstrated the 
proposed sensor operation. 
 
1. Introduction 

In the era of Internet-of-Things (IoT), information secu-
rity is critical. A well-known serious security threat is a phys-
ical attack on a cryptographic processor. Especially, a Laser 
Fault Injection (LFI) attack is one of the most powerful phys-
ical attack [1-2] where a secret key can be disclosed by ana-
lyzing fault operation induced by the laser irradiation (Fig. 
1(a)). This fault operation is originally caused by a bit flip in 
intermediate data register FFs (Fig. 1(b)) due to opto-electric 
current discharge generated at a PN junction of CMOS device 
(Fig. 1(c)), similar as a soft error mechanism in SRAM. A re-
active sensor approach has been proposed as a circuit-level 
countermeasure against the LFI attack [3]. However, the orig-
inal sensor only detects whether the cryptographic processor 
is under the attack or not. The possible reaction is just disa-
bling the cryptographic operation to protect the key, which 
significantly degrades its availability in the practical IoT ser-
vices. This paper presents a modified sensor detecting a par-
tial bit information at a risk of disclosure, namely information 
leakage sensor. By utilizing this high-resolution physical in-
formation in an advanced cryptographic algorithm [4], a high-
availability resilient security module can be realized. 
 
2. Information Leakage Sensor 

Figure 2 depicts the proposed information leakage sensor. 
The core circuit is based on a legacy Bulk Built-in Current 
Sensor (BBICS) applied to soft error detection [5]. In our 
modified sensor, enabling switches are newly added in the 
sensor front-end for a time-interleaving operation (Fig. 3) to 
measure a laser induced spot. In the sensor back-end, sensi-

tivity control by tail bias VSN and VSP is incorporated for meas-
uring the laser-induced opto-electric current density, and 
hence injected laser source energy to turn Alarm signal ON. 
 
3. Experimental Setup 

A test chip was designed and fabricated in 0.18µm 
CMOS (Fig. 4). An AES cryptographic processor was inte-
grated with the proposed information leakage sensor with 
56x5 front-ends and 56 back-ends to cover the entire proces-
sor core. For bypassing a metal shield on top of the core, the 
laser was injected through the cavity formed backside of the 
test board. To inject light energy through the Si substrate, IR 
laser was employed and IR LED was used for transmissive 
image capturing for laser injection targeting (Fig. 5). 
 
4. Measurement Results 

For preliminary characterization of the opto-electric de-
vice reaction, a laser energy for bit flip in a 0.18µm CMOS 
FF was measured [6]. This bit flip produces a fault cipher code 
for the LFI attack (Fig. 6). Figure 7 presents measured distri-
bution of the laser source energy turning ON Alarm. The time-
interleaved sensor operation with sensitivity control success-
fully provided information of partial bits at the leakage risk. 
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