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Prediction of Delivery Strategy of Spam Messages from Predatory
Publishers to a Medical Institution using SMTP Header Information, and
Validation of Blocking Strategy based on the Prediction.

Jun Watanabe™! , Toshiaki Nakano™!

*1 University Information Center, Kansai Medical University

Recently, spam messages from predatory publishers becomes increase in fraudulent campaigns targeting doctors and
researchers. To block them, we firstly examined the signatures of the SMTP envelope header information using 150,000
messages from the publishers in 2016-17. Relationships were found among the domain part of the sender address, IP
address of the "sender server" (SMTP client), FQDN of the sender server, and helo/ehlo. The message delivery patterns
of the publishers could be divided into 1. changing the sender address without changing the sender server, 2. changing
the sender server without changing the sender address, and 3. changing both the sender address and the sender server
frequently. The predatory publishers may plan to avoid spam filters by changing the sender address and the mail service
providers. The information on IP address range of the mail service providers used by the publishers may thus be helpful
to the blocking. We implemented filters based on these predictions in the MTA of the primary inbound gateway server
and examined about 500,000 spam messages from the publishers between Jan 2018 to Jun 2019 for determining whether
the suggested strategies helpful for the spam message prevention using the blocking rate as an indicator. About 98% of
spam messages from the publishers were blocked with the filter even if the publishers made change the sender address
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and the mail service providers frequently. Abstract in English comes here.

Keywords: Predatory Publisher, Spam messages, SMTP Header, Association Analysis.
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