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Visualization of the hospital network flow using the security alert
function by automatic analysis of NetFlow data
(Evaluation of the usefulness of security system)
Tagi Masato™ , Tamaki Yu™?, Wakata Yoshifumi*?, Hirose Jun*!
*1 Department of Medical Informatics, Institute of Biomedical Sciences, Tokushima University Graduate School,
*2 Medical IT Center, Tokushima University Hospital

It is still difficult to detect unknown malware although medical institutes have installed security equipment using
signature-type virus detection methods. To detect potential threats, analyzing traffic data such as NetFlow data in
the internal network has been developed in recent years. The purpose of this study is to analyze NetFlow data for
visualizing the hospital network flow and to evaluate the usefulness the security alert function that automatically
analyzing the NetFlow data for detecting potential threats. The number of alerts and the hospital network flow were
investigated in two periods from March 21 to 27 (Period 1) and May 22 to 28 (Period 2). The number of alerts was
1220 in period 1 and 392 in period 2. The network flow out of the hospital was detected 1320 per hour on May 28.
Thirty-eight devices were improperly connected to a network outside the hospital. After adjusting the settings to
avoid over-detection of pathological and CT images as large data downloads, the number of alerts decreased in
period 2. By analyzing the NetFlow data, visualization of the hospital network flow it was performed, it was
indicated that the data frequently tried to connect outside the hospital. However, these communications were
blocked by the firewall, and the security alert function was shown to works reliably for detecting potential threats.

Keywords: NetFlow, security, automatic analysis alert
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