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Development of a secure integrated infrastructure for secondary use

of clinical information based on security primitives

Katsuya Tanaka"', Ryuichi Yamamoto™

*1 Nacional Cancer Center Japan,

*2 Medical Information Development Center

Under the new law for secondary use of medical information, which activated on May 2018, the future expected
secondary use with information anonymization may contribute to research and development in the medical field of
integrated medical research and public health. On the other hand, under the revised personal information protection
law and the revised ethical guidelines in medical research, privacy protection and patient consent management is a
crucial issue for the management of researches. Our JST CREST project, started in March 2014, has issued on
development of technological elements and synthesizing the developed methods for real world system for secondary
use and privacy protection of big data on cloud infrastructure, including safe management of clinical information,
utilization of commercial cloud and evaluation of privacy risk. In this paper, assuming the utilization of SS-MIX2
standardized storage, target issues such as 1) risk evaluation in analysis, 2) consent management, 3) traceability are

described.
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