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An analysis of the unauthorized outside access of an information

network at a medical institution
- Was the zero-day attack done -
Toshiaki Matsunaga ™, Hiroaki Yano™, Ayano Miura*, Takahiro Nanba™,
Ryutaro Mori*?, Mitsuhiro Aoki*2

*1 Management Planning Division, Gifu University Hospital,
*2 Medical Information Department, Gifu University Hospital

We analyzed the tendency of unauthorized access in our hospital. This time Microsoft reported a vulnerability in the
remote desktop service.Based on this information, a zero-day attack was conducted.Currently, unauthorized access
threatens information security not only in medical institutions but also in general society. Unauthorized attempts for
unauthorized access are increasing year by year, and the techniques are becoming more complex, so more advanced

security measures must be taken.
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