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Abstract

This paper presents an inductive impulse self-
destructor for a sense-and-react countermeasure against
physical attacks on a cryptographic processor. Upon
attack detection, the destructor generates >10V impulse
and permanently destructs the processor to avoid
repetitive attack. A fully standard CMOS compatible,
compact circuit solution with only single inductor and
transistor significantly saves fabrication cost. A prototype
implemented in both discrete components and 0.18pum
CMOS successfully demonstrated the-proof-of-concept.

1. Introduction

Physical attacks on a cryptographic processor are realistic
security threats today. An attacker exploits recent technology
advancement in computation and instrumentation to develop
powerful yet low-cost attack schemes, such as a micro-EM
probing [1], a direct probing [2], and a laser fault injection
attack [3] for secret key disclosure (Fig. 1).

Various IC-level countermeasures were presented to
tackle these attacks. A logic-level countermeasure can
enhance the resiliency however the hardware overhead is
huge [4]. One solution is a sense-and-react countermeasure
(Fig. 1). An integrated attack sensor detects the attacks and
then reacts for protection [5, 6]. One typical counter reaction
is system halt. A flush code eraser [6] shuts the core supply
down immediately after the detection and erases both internal
data and key (Fig. 1(a)). The area penalty of this sense-and
react countermeasure was only +28% of the unprotected core.

This paper proposes a compact and low-cost self-
destruction circuit as an alternative counter reaction (Fig.
1(b)). This, namely impulse self-destructor, instantaneously
generates high-voltage impulse to destruct the cryptographic
processor. The state of the processor turns into permanent halt
brutally after the first attack detection to disable repetitive
attacks. Unlike technology-dependent schemes [7, 8], a
complete circuit solution fully compatible with standard
CMOS is proposed. No additional process steps are needed
and hence this work is free from the fabrication cost penalty.

2. Circuit Design

In CMOS, transistor gate breakdown is one most typical
defect mechanism. By utilizing this phenomenon, the
processor can be destructed. The breakdown voltage of
0.18um CMOS transistor is ~10V. To generate such high
voltage far beyond the supply Vpp (=1.8V), a boost converter
circuit could be a primary option (Fig. 2(a)). Our impulse self-
destructor is modified specifically for the instantaneous self-
destruction (Fig. 2(b)). Since the boost voltage is not needed
to be DC stable, an area-consuming rectification unit is

removed for ~3x area saving. The destructor mainly consists
of only a single inductor and transistor (a pulse generator
consists of only few small logic gates). Triggered at Alarm
signal assertion, the pulse generator produces an impulse Pls
to temporary turns ON the transistor. A large short current /y/
is drawn from Vpp through the inductor L. A large magnetic-
field energy Ex=LI)//2 is thus accumulated. By Pls negation,
the large Ey energy rushes into the target processor (data/key
registers) and inertially generates the >10V high-voltage Vasr.
It quickly reaches the breakdown voltage within few ns which
is ~1000x faster than the conventional boost converter. The
proposed destructor was first prototyped by discrete
components for the-proof-of-concept. Fig. 3 depicts its test
setup and the operation waveform snapshot. The boost
impulse Vpsr successfully reaches >13V within 3ns. This
compact prototype of ~Smm x 8mm can be used as a package-
and board-level countermeasure against the physical attacks.

3. IC Implementation

Co-integration of the destructor into the processor IC
enhances its security level. The in-situ operation with the
sensor reduces the reaction latency for instantaneous self-
destruction. It also reinforces the difficulty of the attack on
the destructor itself. In this paper, the self-destructor was co-
designed with 128bit AES processor in 0.18um logic CMOS
(Fig. 4). The processor macro was designed by using a
standard EDA toolchain. The processor layout was drawn
without using the top metal (M6 here) to save metal resources
for the inductor. The layout footprint of the AES macro was
~480um x 480um. The on-chip inductor is drawn over the
macro. Although the inductor footprint is as large as the
macro size, no area penalty is burdened with this complete
overlap scheme. This top-metal inductor also acts as a metal
shield against a front-side laser attack (back-side attack is
detected by [6]). For electrical characterization of the
inductor, an EM-field solver was used to derive an equivalent
circuit [9], which is imported and combined with the
transistor circuits in a post-layout circuit simulator to evaluate
the overall operation. The physical dimensions of the inductor
are adjusted through the two-step simulations in the field
solver and the circuit simulator through few-times iteration.

Fig. 5 depicts the final evaluation setup in the post-layout
simulation. Vpsr is applied to the reset pins Resetb of 128bit
key registers in AES for permanent halt. The intermediate key
values are also immediately erased. The load capacitance is
equivalent to ~1.3pF for the destructor. The design
parameters were optimized under the nominal Vpp of 1.8V.
The inductor was designed to be 9 turns and 20um line width
and the equivalent circuit is derived as in Fig. 5. The line
space should be the minimum allowed in the process rule for
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the metal shield coverage. The parasitic capacitance has no
impact on Vpsr because of the large loading. The switch
transistor was design as 512pum channel width to draw the
peak current of 250mA. The accumulated magnetic energy
E)y in the inductor is ~0.4nJ. This large energy is inertially
supplied to the key register by the sudden transistor switching
OFF. The waveform in Fig. 5 successfully demonstrated
14V-peak impulse. The co-integration further reduces the
reaction latency by 10x. The single transistor circuit occupies
only <1400um? area including the buffer and periphery (Fig.
4). The area overhead is only +0.6% of unprotected AES.
This destructor circuit is placed under the inductor for self-
protection (Fig. 4). Fig. 6 shows the die photo. Compared to
the flush code eraser [6], the destructor occupies 1/4 smaller
area. Also tamper resiliency is higher in 4 standard metrics
[10] (Table I). The tamper resistance is high due to its self-
protection property against the attack on the countermeasure
itself. The tamper evidence is equipped with permanent
halting nature. These advantages make the destructor to be
suitable for the high-level security requirement.
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Fig. 1 Operation concept of
countermeasure with (a) conventional flush code eraser

and (b) proposed impulse self-destructor.
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Fig. 3 Prototype setup and waveform
snapshot of boost voltage Vggr in
discrete destructor prototype.

Fig. 5 Simulated circuit and its waveform of self-
destructor with AES processor.
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